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Contributing Data Protection Authorities

  Belgium 

  Bulgaria 

  Denmark 

  Finland 

  France 

  Germany 

  Hungary 

  Ireland  

  Lithuania 

  Luxembourg 

  Poland 

  Slovenia 

  Spain 

  Sweden 

 The Netherlands 

  United Kingdom



Background to PIAF

PIAF1 is a European Commission co-funded project that aims to encourage 
the EU and Member States to adopt a progressive privacy impact 
assessment (PIA) policy as a means of addressing needs and challenges 
related to the processing of personal data. These issues include ones such 
as the free circulation of information based upon the protection of the 
individuals’ right to privacy, reinforcing children’s privacy, risks posed by 
the Internet, surveillance, awareness of data protection and privacy risks, 
and the use of privacy enhancing technologies. The project is co-funded 
under the EU's Fundamental Rights and Citizenship Programme, Grant 
JUST/2010/FRAC/AG/1137 30-CE-0377117/00-70.

The 20-month project includes, in its first phase, a review of privacy impact 
assessment practices in Australia, Canada, Hong Kong, Ireland, New 
Zealand, the US and UK to identify which elements may be used effectively 
to construct a model framework applicable to the EU. The first deliverable 
has been published in September 2011. In the second phase, empirical 
research has been conducted with regard to factors that affect the 
adoption of a PIA policy in the EU Member States, and will lead to an 
analysis, i.e. the present deliverable, followed by recommendations to the 
European Commission and Member States, i.e. the final deliverable.

To validate and raise awareness about the findings of each phase of this 
project, the project comprises an awareness raising campaign targeting 
data protection authorities, policy-makers, and industry actors. 

One of the most significant shifts since the circulation of the questionnaire 
has been the publication of the European Commission’s proposed reforms 
to the Data Protection Directive. These include specific recommendations 
on PIA implementation. It is hoped that the outcome from the PIAF project 
will inform the evolution of these reforms. 

1 Cf. http://www.piafproject.eu. 

http://www.piafproject.eu
http://www.piafproject.eu


Purpose and scope of this paper

This paper presents an overview of the issues that have arisen since the 
commencement of the second stage of the project together with an 
analysis of the responses received from national data protection authorities 
(DPAs) and other contributors during interviews and to the circulated 
questionnaire. The report also presents a discussion of the implementation 
issues that remain unresolved.

By analysing the responses we hope to provide a larger and more accurate 
picture of views about the viability of PIAs. 

The paper does not aim to provide specific options for PIA implementation, 
models or regulation, but rather it focuses on drivers, likely viability and the 
overall environment that might influence decisions about PIA policy. 

Structure

The paper is self contained and comprises the following elements:

• An introductory section containing context and background
• A section containing the general overview of findings
• A section containing a detailed assessment of the responses.
• An appendix section comprising the action questionnaire and 

responses

Methodology and process

Building on the extensive factual foundation that was created in the first 
stage of the research a substantial questionnaire was developed which 
focused on a number of aspects of PIA policy, genre, application, context 
and implementation. These were considered to be key elements in the 
design and implementation of a PIA policy. 

It was decided to base the questionnaire on the 20 most urgent aspects 
from the point of view of the policy-maker, grouped into a few categories 
that could reflect the best possible PIA policy and practice. A formulation 
was developed that on the one hand created a quite complete picture of 
the various considerations about PIA adoption and policy, and, on the other 
which resulted in a simple document that would not create too much 
burden on DPAs. 

The final twenty questions were then circulated to all national EU Data 
Protection Authorities (DPAs) as well as to a number of key stakeholders 
and non-EU DPAs. A number of supporting interviews with DPAs were also 
undertaken together with follow-up communications and presentations at 
meetings such as the International Working Group on Data Protection in 
Telecommunications.
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A consultation report was published and distributed in April 2012. This 
report brought together the data received to that point. A number of key 
elements were identified and these were highlighted and subsequently 
discussed at PIAF’s second meeting in Sopot, Poland on 24 April 2012. This 
consultation paper nurtured further debate with a view to widening the 
spectrum of responses and sharpening the focus on a number of key issues 
that had arisen from the responses. 

This report reflects developments and feedback from that publication. An 
analysis was conducted on the entirety of the data received with the aim of 
identifying divergent and complementary views together with trends and 
opinion.

The questionnaire and the issues it seeks to clarify

The survey questionnaire is set out as Annex 1 of this paper. Responses 
from Data Protection regulators are set out in Annex 2 and the responses 
from non-EU regulators are in Annex 3. 

In summary the questionnaire sought clarification on seven key dimensions 
of PIA viability and implementation and asked regulators to provide their 
view and experience on these. Amongst the most pressing issues covered 
in the survey are:
  

1. What are the possible barriers to PIA implementation?

2. What are the risks and benefits of PIAs, both at a mandatory and 
voluntary level?

3. What should be the scope and parameters of a PIA?

4. Are there advantages to a EU-wide harmonised PIA model and 
methodology?

5. Should a requirement for PIAs apply to private as well as public 
organisations?

6. What might be the overall effect on the business environment of a 
PIA implementation strategy?

7. What is the view of respondents on key related issues such as 
transparency and publication of PIAs, the involvement of DPAs and 
third-party auditing?

DPAs that responded to the questionnaire

Responses were submitted by sixteen DPAs (Belgium, Bulgaria, Denmark, 
Finland, France, Germany, Hungary, Ireland, Lithuania, Luxembourg, 
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Poland, Slovenia, Spain, Sweden, the Netherlands and the United 
Kingdom). 

In addition to these responses we also considered three outstanding 
contributions from the following:

• The European consumers organisation (BEUC)
• Office of the Privacy Commissioner of Canada
• Former Director of Agencia Española de Protección de Datos, 

AEPD) Artemi Rallo Lombarte. 

Issues relating to incidence of responses 

The responses that were submitted have provided an invaluable insight into 
the views of the regulatory sector. Many have been thoughtfully 
constructed and reflect the clear motivation of DPAs to understand the 
nature of PIAs and to encourage discourse about their potential.

Although the majority of DPAs returned the questionnaire (sixteen of twenty 
seven) we were unable to secure a full set of responses, despite 
considerable effort. While the overall quality of responses was high, the 
non-return proportion provides an important insight into some of the 
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challenges that PIA implementation may face. These dynamics may inspire 
reflection on some practical elements that will affect PIA take-up in the 
regulatory sector.

We understand a nil response rate from DPAs could be due to a number to 
well-known factors in common with many Europe-wide surveys of 
regulators:

a) Lack of resources or in-house expertise, particularly amongst smaller 
offices.

b) Language translation issues (the questionnaire was in English).

c) Unresolved internal conflict over a definitive official position.

d) Lack of understanding of the nature or significance of the concept. 

We can empathise with all of these factors. Many regulatory offices are 
under considerable pressure of resources, and a significant number are 
overwhelmed with the workload arising from new technologies and new 
legislation. Some are undergoing considerable structural change, leading in 
a worst-case scenario to the loss of their independence. 

Indeed the questionnaire second-guesses some of these factors. We 
understand from initial conversations with DPAs that under-resourced staff 
are concerned that a move toward a national or EU-wide PIA policy could 
result in a substantial increase in internal workload. This concern was 
reflected in many of the responses. 

In cases where there is no in-house expertise on PIAs, it is understandable 
that the questionnaire (at least in its entirety) might be difficult to complete. 
In order to offer a formal collective view of the subject it is necessary for 
there to be a collective understanding of the essentials of PIAs and related 
issues. Such awareness – particularly amongst less well-resources offices 
or those without a regime of prior checking – may take some time to evolve. 
Some DPAs such as that of Belgium stressed that their response did not 
constitute a formal position but were based on observation of individual 
cases.

On a related note, there is a view that the concept of PIAs could be 
counter-intuitive to some regulators. That’s not to say that DPAs fail to 
understand the nature or aims of a PIA, but more that the concept of a PIA 
could be perceived as being in conflict with a particular regulatory culture. 
It is possible (though not in any way proven) that some regulators have 
written off PIAs as unwieldy or unnecessary. We hope this is not the case, 
as PIAs are in their infancy in Europe and have not yet had the chance to 
adapt to the regional environment. Like many novel instruments, PIAs are 
subject to reputational corrosion through common myths and 
misunderstandings. The work of PIAF will help nurture an informed and 
evidential foundation to counter misguided assumptions.
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Analysis of returns v. non-returns

It is possible to identify some factors in common between the group of 
respondent countries and the group on non-responding countries. These 
may however not be causality related.

The four possible causes for non-returns (resources, language, internal 
processes and awareness) will be difficult to quantify until more specific 
further engagement takes place. 

Some perhaps obvious factors such as the size or resources of a DPA 
appear to have little bearing on the likelihood of a response. Larger 
countries with well-resourced DPAs (such as Italy) did not return the 
questionnaire while smaller DPAs such as that of Slovenia did respond. We 
felt that there was no consistent correlation on the basis of size or 
resources.

There is the possibly of a statistically valid comparison between responding 
countries and non-responding countries on the basis of prevalence of 
English speakers. This is an important factor given that both the 
questionnaire and much of the PIA literature is English language. This 
conclusion is supported by the lower return rate from newer member states 
with low English language penetration. 
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General overview of findings

A number of patterns were identified in the responses. These are briefly 
summarized below. A more detailed assessment and discussion follows 
later in this report.

The majority of responses to specific questions were conditional upon a 
variety of factors but the data reveals at least fourteen specific outcomes: 

Support in principle for PIAs is unanimous but conditional

Although unanimous support was expressed for the concept and principle 
of PIAs the diversity of specific positions taken on many implementation 
aspects is striking. While some regulators (e.g. Finland) are committed in 
principle to PIA adoption and strongly support driving the concept forward, 
most have expressed a far more cautious and conditional position, arguing 
that PIA adoption must satisfy a spectrum of criteria ranging from design 
and process aspects through to the need to satisfy possible negative 
perception among stakeholders. 

The level of support ranged from “mildly conditional”, in which a single 
major requirement was cited (e.g. development of the correct model or 
attracting stakeholder support) to “severely conditional” where two or 
more factors were cited.
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The methodology and the model are crucial

Generally, most DPAs have taken a pragmatic view that PIAs could work in 
theory, but the devil will be in the detail. And while most believe some form 
of PIA mechanism would be beneficial (if not necessary) the majority clearly 
have no fixed view of a preferred model. Many respondents reported 
concerns about the complexity and potential administrative dysfunction 
that could arise following a poorly thought-out PIA framework. 

With respect to the precise nature of a model and policy, practicalities are 
an aspect on which the respondents have appeared least confident. Many 
have raised questions about the necessity of ensuring that PIAs do not 
compromise economic viability, but few have discussed how this might be 
achieved. Those countries that strongly support PIAs stressed the 
importance of early implementation, but none were able to propose how 
early implementation can be achieved without a mandatory framework 
(which most appear to oppose). While nearly all respondents agreed with 
the principle that a PIA adopted in the early stages of a project would prove 
its worth by mitigating overall risk, some stressed that more information 
was needed before a judgment could be confidently made on the point.  

The diversity of opinion regarding PIA models (at least at the conceptual 
level) is stark. A minority of respondents evangelised for a comprehensive 
model, such as the one adopted in the UK, while others argued (sometimes 
vehemently) for a simplified approach. The vast majority of respondents 
identified challenges in winning immediate support from all stakeholders 
unless a sensitively designed model could be derived. A small number of 
respondents appear quite low key about the likelihood of striking the right 
balance. 
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Industry is seen as likely to resist a PIA policy

Most respondents expressed the view that even if a PIA model is designed 
and implemented with minimal cost and disruption there is a strong 
likelihood of a negative response from industry, particularly with regard to 
possible additional cost and administrative burden. A minority of DPAs 
such as Bulgaria felt that it might therefore be necessary to require 
compliance through a mandatory framework. Those who were “mildly 
concerned” (i.e. who believed that the design of a PIA could significantly 
influence industry views) constituted the majority of responses. 

Broader government economic policy may exert a powerful influence

Many regulators expressed the view that PIA policy would be influenced by 
– even dependent on – prevailing government policy on economic policy 
and administrative reform for business. This is most clearly reflected in 
central government policies intended to reduce red tape and administrative 
burden on business. In a surprisingly large number of cases DPAs believe 
that without care government could oppose a PIA policy if it was seen as 
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costly or complex.

There was an overwhelming expression of concern that a heavy-handed 
approach to assessments would be burdensome and counter-productive. 
Most regulators are clearly aware of the importance of carrying the hearts 
and minds of business in order to maximise data protection compliance. 
There is a considered view that both a PIA model and a PIA policy must be 
sensitively designed to ensure compliance and support from organisations. 
The implication is that a negotiated approach was essential. Most 
expressed the view that PIAs should apply only to certain high-risk types of 
processing.

Support for harmonisation is not universal

It is important to note that while most DPAs support the concept of EU 
harmonisation to at least some extent (which resonates well with the Data 
Protection Directive reforms) there is no question that the biggest issue 
provoked by those proposals is the paucity of detail about how to 
implement PIAs for small and medium sized companies. The responses 
indicate that DPAs are equally unsure. 

Although most DPAs support the principle of policy harmonisation some 
expressed the view that member states should be encouraged to pursue 
their own approach. The division of views deepened somewhat on the topic 
of harmonisation of methodology – an approach that some regulators 
opposed outright. Ireland, for example, observed:  “As member states 
operate in different environments it would possibly be too time-consuming 
attempting to achieve complete consensus.” 
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Most regulators believe PIA data should be inclusive

There is a stark division of view over whether PIAs should be confined to 
data protection aspects or whether the ambit should be widened to 
encompass all privacy aspects such as behavioural privacy, location 
privacy, privacy of the person, etc. However the majority believes PIAs 
should encompass the widest possible definition of data, though some 
have expressed concerns at  practical levels such as the capacity, 
resources or competence of the DPA to extend its field of interest.

Respondents were divided on support for mandatory publication of 
PIAs

Respondents were divided on the subject of compulsory publication of 
PIAs. While half agreed that publication should be mandatory across the 
private and public sectors many of the remainder argued against such a 
policy on the grounds of practicality. Some expressed concern that security 
could be compromised through publication and others mentioned general 
problems with commercial confidentiality. 
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There was also a view expressed by a small number that a mandatory 
provision on any aspect of PIAs would have the potential to negatively 
affect good-will and cooperation.

Most DPAs oppose mandatory external stakeholder engagement

The overwhelming view expressed by regulators is that external stakeholder 
engagement is a matter that should be left to either the individual 
organisation or to the member states to determine. There appears to be a 
predominant concern that interference at that level might be construed as 
unnecessary micro management.

Most DPAs oppose compulsory third-party audits

The majority view expressed by respondents was that mandatory audits 
would be unnecessary or burdensome and that compulsion should be 
considered only in exceptional or special circumstances.
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Data and data processing should not be regarded as single silos

One of the pervasive themes throughout the responses was that 
contemplation of PIA models and policies – particularly with regard to 
possible mandatory aspects - should take into consideration a more 
granular assessment of related data. 

Complex, more innovative, large or high-risk processing operations should 
be considered on the basis of different criteria to more conventional 
processing operations. This applies in particular in such aspects as 
compulsory publication or mandatory submission of PIAs to DPAs. 

PIAs are not an equivalent to prior checking

There was no consensus on whether prior checking and PIAs were 
complementary. PIAs are generally seen as a tool for organisations, 
whereas prior checking is a mechanism used by regulators. This distinction 
was emphasised in particular by respondents who opposed the idea that 
PIAs should require sign-off by DPAs. 
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A substantial majority of responses reflected this view by stating that the 
Article 20 provision for prior checking should not be subsumed by a PIA. In 
this regard the established “arbiter” role of the DPAs was clearly 
expressed.

Most DPAs conditionally support compulsion 

There was an almost even split between respondents who favoured overall 
compulsion, those who favoured a voluntary framework and those who 
argued for selective compulsion based on the sensitivity or risk of the 
processing operation in question. This might include data relating to 
children or particularly vulnerable groups.  Compulsion is regarded by most 
as a critically important aspect in the consideration of a PIA policy that 
would attract support and compliance throughout the private and public 
sectors. 

Opinion is divided on whether PIAs can be recognised across borders
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Most DPAs that support harmonisation of policy and methodology also 
believe PIAs should be universally recognised. However a significant 
minority (e.g. Lithuania and Sweden) opposed that view, arguing that trans-
border recognition is not legally possible and that at best another 
jurisdiction might consider the content of a PIA as an indicator.

Most DPAs oppose mandatory filing of PIAs

The majority of respondents expressed the view that it would be 
unnecessary, counterproductive or burdensome to require organisations to 
file a PIA with the DPA before commencement of a project. The concern 
over potential work overload for DPAs was reflected in many responses 
that strongly argued against that notion. 
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Detailed review of the responses

Possible sources of opposition to PIAs

Question 1: Which of the following factors might affect the 
introduction of a PIA policy in your country: 1) Opposition from within 
the data protection authority (perhaps because of fears that it will 
generate more work for which the DPA is already inadequately 
resourced)? 2) Opposition from within the government (perhaps 
because the government is trying to reduce the amount of regulation 
rather than trying to increase it)? 3) Opposition from the private sector 
(perhaps because they are opposed to more regulation)? 4) Other 
(please explain).

DPAs were asked to outline whether they felt that the adoption of a PIA 
policy might be resisted by government, from their own office or from 
companies. Many responded to this question with the view that 
formalisation of a policy may encounter significant resistance. The reasons 
stated include:

Ø Many governments have adopted a policy of reducing 
administrative burdens and red tape for business poorly 
designed PIA may be seen as contrary to this policy position.

Ø Some DPAs expressed concern that somePIA policy elements 
(in particular, mandatory submission of PIAs to the DPA) 
would create an intolerable burden on scarce resources).

Ø Much of industry has yet to be convinced of the value of a PIA 
and may view the policy as an unnecessary cost and an 
unwieldy imposition.

The United Kingdom clearly expressed a concern that a PIA policy may be 
in conflict with broader government policy:  

“We would be concerned if a policy mandated PIAs for all 
processing or for a fixed list of processing; or if it mandated the 
involvement of the DPA. We would anticipate that the 
Government would resist the introduction of mandatory PIAs for 
the private sector, as it has committed itself to reducing 
regulation and is operating a ‘one in, one out’ policy for 
regulatory instruments.” 

This was a concern that the Netherlands expressed with equal vehemence:
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“Administrative burden reduction and deregulation are important 
policy items in {our} politics, so the obligation to send in a PIA 
report to the DPA would be expected to meet with resistance 
from both the government and the private sector.”

This position however did not necessarily translate to a view that PIAs 
necessarily needed to be burdensome. The view of many regulators is that 
organisations should already be conditioned to think carefully about the 
data protection implications of their projects and that a sensitively 
designed PIA could be adapted seamlessly, a view clearly expressed by 
Ireland:

“(p)ersonnel assigned data protection responsibilities who have 
received general data protection training and experience should 
not encounter too much difficulty in conducting a privacy impact 
assessment.”

However concern over resistance to a PIA policy was by no means 
unanimous among respondents. The Finish DPA flatly assured that both it 
and the government were squarely behind PIAs. Its positive view of the 
likely industry response was:

“There seems to be a common understanding that PIA is the 
lightweight alternative to more traditional regulation.”

Benefit or burden – a key design outcome

Question 2: Do you have concerns that a PIA might cost too much, take 
too much time, might slow down the development of a new project or 
technology or service? question 3: Do you think the benefits of a PIA – 
in terms of identifying privacy risks and finding ways to avoid or 
minimise those risks – outweigh the costs of undertaking the PIA? and 
question 4: Do you have concerns that there might be a shortage of 
people with enough training to conduct a PIA or to audit a PIA?

These three interrelated questions – more than any others – went to the 
heart of the design aspects of a PIA model and PIA policy.

As we summarized above, most DPAs have expressed the view that PIAs 
could work in theory, but much will depend on the design and the policy. 
Most respondents reported concerns about the complexity and potential 
administrative dysfunction that could arise following a poorly designed PIA 
framework. While no consensus exists on the specifics the gap between 
the aspiration and application is substantial

Three broad perspectives were offered with regard to the practical aspects 
of PIA implementation by orgamisations:
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Ø Organisations should recognize that the value of a PIA in 
terms of risk mitigation and cost savings could be substantial. 
They should therefore accept the imposition of a PIA as a 
necessary element of sensible business practice. 

Ø Organisations will only accept the value of a PIA if its design is 
practical, low cost and simple.

Ø The views of organisations are not an overriding concern. A 
general duty to conduct a PIA is necessary to ensure 
compliance in the best interests of protecting consumers. The 
value of PIAs should be self-evident. 

Many respondents (for example Belgium, Denmark, France, Hungary, 
Lithuania and Slovenia) expressed concerns about the risk of a PIA 
framework and model creating undue cost and hardship for organizations. 
The design should be cost-effective and simple. The question of available 
sources and perception of benefit would naturally follow from this.

Several risk aspects were identified by DPAs. Lithuania for example was 
concerned that a poorly designed model might inhibit commercial 
development:

“Yes, we have concerns that a PIA might be related with 
additional expenses and may require allocate human resources 
so it might slow down the development of a new project or 
technology or service, therefore we think that a very careful and 
professional preparatory work (involving discussions of how to 
reduce costs, time etc.) must be done to avoid it.”

In this regard some concern was expressed about the potential impact on 
SMEs – an aspect that is also reflected in the proposed reforms to the 
Directive. Spain expressed the view that:

“In most of the cases the impact of the PIA will be within an 
acceptable range and should not represent excessive burden for 
the responsible. However, for some stakeholders, namely SME’s, 
such an exercise could represent a significant burden. In that 
regard, some support should be offered by developing tools – 
PIA frameworks, software tools – at the disposal of the public.”

One general theme running throughout such concerns was the importance 
of a sensitively designed system that takes into account the genuine needs 
and budgetary limitations of organizations. Belgium argued that cost-
effectiveness could be partially ensured by making PIAs risk-based:

“To be cost-effective, the required form of the PIA will have to be 
risk-based, based on objective criteria. This means that the 
Commission should establish objective criteria to define what 
(combination of criteria) forms (not) higher risk in the area of 
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data protection. Such criteria can already be found in the existing 
European data protection framework that provides safeguards 
when elements are available.”

Denmark’s DPA expressed a particular interest in design issues and 
criticised existing PIA models:

“Yes, having seen existing assessment tools from other 
countries, we plan for a methodology – simple, general, and not 
introducing more bureaucracy. The existing assessment tools are 
much too complicated for our use and we expect them to be too 
costly without delivering value back to the organisation.”

Some DPAs however took what could be seen as a more hard-line position, 
arguing that the benefit of PIAs should be self-evident and that 
organizations should regard the procedure as part of their duty to operate 
lawfully. Bulgaria was quite blunt on this point:

“(E)very time when a new technology or service is introduced or 
new project developed is performed a business evaluation of the 
possible problems that can occur. In this regard, the PIA is 
necessary, mainly to avoid possible problems by the personal 
data processing and protection, because if such is not 
performed there can be consequences leading to serious 
financial cost and time loss…”

This more assertive view was expressed by other DPAs, with the 
Netherlands observing:

“Developing a new project or service or technology for 
processing data involves thinking about the privacy aspects 
anyway.  A PIA is just a way to frame that thinking.  It’s therefore 
not likely that a PIA would cause a controller to spend more time 
or money to handle privacy issues.”

  
Germany went a step further by questioning the credibility of concerns over 
cost:

“This is particularly true if the PIA policy coincides with the data 
protection impact assessment foreseen by Art. 33 of the Draft 
General Data Protection Regulation which follows a concept 
contained in German law. This has not led to any considerable 
complains as to excessive costs, time consumption etc. in our 
country.”

One conclusion that can be drawn from the responses is the divide 
between DPAs that view PIAs as a theoretically positive idea that requires 
“proof of concept” and those that believe PIAs are a necessary element of 
good practice that must – one way or the other – be implemented and 
enforced. 
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There was however a common view across both spheres of belief regarding 
the practicality of implementation. Most respondents were of the view that 
there were likely to be implementation challenges for organizations and that 
practical measures should be adopted at a practical level. 

Harmonisation of policy and methodology

Question 5: Do you think there should be a harmonised PIA policy 
across all Member States? and question 6: Do you think there should be 
a harmonised PIA methodology across all Member States (i.e., that the 
way in which PIAs are undertaken should be structured in more or less 
the same way)?

Most DPAs support the principle of EU policy harmonisation to at least 
some extent. This view echoes the thrust of the proposed directive reforms.  
Several DPAs argued that alongside numerous practical benefits 
harmonisation was essential to facilitate free movement of trade.

There was equally strong (though not universal) support for harmonization 
of methodology. Four predominant views were expressed in support of this 
position:

Ø It would help nurture a common terminology and common 
criteria among actors and regulators in member states;

Ø It would simplify the tasks of companies that are established 
in several member states;

Ø Member States can help each other by sharing their 
experience and examples of good practice;

Ø It would facilitate a good understanding of PIA content across 
the Member States.

Denmark, the UK and Ireland dissented somewhat from this general view. 
With regard to common policy Denmark argued:

“No, we believe that different Member States have different 
approaches to a PIA policy, and we find it important that each 
Member State can develop own PIA policy according to the 
national context, tradition, culture etc.”

Denmark’s position on common methodology was equally emphatic:

“No, we do not believe in ONE PIA methodology, but we believe 
that centrally developed guidelines and tools for use in an 
assessment would give inspiration and motivation in the Member 
States to take up developing own methodology.”

24 PIAF Deliverable D2



As mentioned above, Denmark is in the process of developing its own 
methodology. 

While arguing that there should be agreed minimum content the United 
Kingdom took a position of opposition to a universal methodology when it 
argued:

“Organisations should be encouraged to design and adopt a PIA 
methodology which complements their own project management 
and risk assessment processes.”

Ireland was also skeptical about harmonization, though on different 
grounds:

“As member states operate in different environments it would be 
possibly be too time-consuming attempting to achieve complete 
consensus.”

The Irish response touches on a theme expressed by respondents to 
question 10 (below) on mutual recognition of PIAs across the EU.  That is, 
differing legal environments would create limitations and might limit the 
legislative rights of member states. 

Despite these concerns the overwhelming view of respondents was that 
harmonization was a laudable goal that should be pursued.  However this 
support was frequently conditional with some DPAs suggesting that any 
such process may benefit from being sector-specific. 

Ambit of PIAs

Question 7: Do you think a PIA should address all types of privacy 
(privacy of personal information, privacy of behaviour, privacy of 
location, privacy of the person, etc.) or only privacy of information (data 
protection)?

The proposed new EU Data Protection regulations have anticipated a 
potential issue relating to the scope of PIAs and the mechanism has been 
renamed “Data Protection Impact Assessments” (DPIA). This innovation 
second-guessed the questionnaire responses, some of which stressed the 
importance of limiting the scope of a PIA to data protection.

We asked authorities to consider whether PIAs should be limited to the 
conventional scope of data protection or whether they should be extended 
to the broader privacy ambit (privacy of personal information, privacy of 
behaviour, privacy of location, privacy of the person, etc.). The minority 
view was that caution needed to be exercised if a broader ambit was to be 
adopted:
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“We see no harm in addressing other types of privacy in the PIA, 
but we have to bear in mind that EU Data Protection authorities 
mostly deal (only) with privacy of information (data protection) 
and not with other areas of privacy as in e.g. Canada or 
Australia. In that view it might a bit problematic for DPAs to be 
involved in matters that are outside of their legal competences.” 

However even within this minority view there was a belief that a staged 
approach would be desirable. Belgium urged:

“PIA should be limited to data protection in a first phase, with an 
option to extend the protection to other privacy areas later on.”

Most however expressed the view that privacy in all its forms encompassed 
at least a significant data protection element, and that a PIA should 
therefore consider the broader aspects of privacy. The Hungarian DPA is of 
the view that:

“As a Data Protection Authority, we deal with data protection 
related issues. However, we consider personal data as any kind 
of information which can be related to a given person, no matter 
how indirect this connection is.  From this point of view all types 
of privacy issues have some data protection component. 
Benefits of a holistic approach should be considered carefully.”

Broader policy benefits of PIAs

Question 8: Do you think PIAs could help policy-makers and other 
stakeholders address issues such as children's privacy rights, 
surveillance, Internet challenges and privacy-enhancing technologies 
(PETs)?

While respondents ventured relatively little data on this aspect there was an 
almost unconditional and universal belief that the benefits of PIAs would 
extent beyond the data protection realm. 

Summarising, the key reasons included:

Ø A general improvement of awareness of privacy rights among 
stakeholders;

Ø Better communication and understanding of related issues;

Ø An improved approach to risk assessment;

The United Kingdom issued a word of caution:

“PIAs help address any privacy impact on an individual. Flexibility 
in their implementation allows them to be tailored to fit the 
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project, technology or service in question which could include 
issues of children’s rights, surveillance and so on. If the PIA helps 
to identify privacy-related risks of any kind, then action can be 
taken to mitigate these risks before launch.” 

It continued:

“However, a PIA methodology designed to address wider policy 
issues would be quite different from one for use with specific 
projects. Clearly, policy-makers need to approach privacy issues 
in a comprehensive and systematic way. However a PIA would 
not necessarily be the best way of approaching these issues.“

Mandatory or voluntary?

Question 9: Do you think PIAs should be mandatory for both 
government agencies and private sector companies?

As we summarized above, there was an almost even split between 
respondents who favoured overall compulsion, those who favoured a 
voluntary framework and those who argued for selective compulsion based 
on the sensitivity or risk of the processing operation in question.

The general trend of opinion appears to be that a requirement to perform a 
PIA should be made on the basis of particular circumstances associated 
with a processing operation, with Germany observing:

“This is very much depending on the specific context. 
Sometimes, a PIA will be mandatory due to legal requirements. 
Sometimes a mandatory PIA might result in a flooding of the 
supervisory authority. Furthermore, the answer to this question 
can even depend on the capacities of the involved stakeholders 
and / or the severity of the privacy risks.”

Again, DPAs supporting compulsion emphasised the crucial importance of 
sensitive and simple design. 

The Slovenian DPA was one of several that argued for selective 
compulsion:

“The conditions when a PIA would be mandatory should be 
designed very carefully. In some circumstances we would 
definitely support a legal requirement to perform PIAs (e.g. in 
drafting legislation, policy-making in the field of law enforcement 
or in vase of large-scale projects that will have substantial impact 
on protection of personal data).”

The theme of tying compulsion to risk permeated the responses, as did the 
notion that making risk the foundation stone for any PIA policy. In doing so, 
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respondents argued, costs could be kept at a minimum and support from 
government and companies would be nurtured. Belgium reflected this view:

“To be cost-effective, the required form of the PIA will have to be 
risk-based, based on objective criteria. This means that the 
Commission should establish objective criteria to define what 
(combination of criteria) forms (not) higher risk in the area of 
data protection. Such criteria can already be found in the existing 
European data protection framework that provides safeguards 
when elements are available.”

Some authorities pointed out specific risk categories that should attract a 
mandatory approach. Belgium identified these as:

• The processing of sensitive data, 
• Processing for specific purposes such as direct marketing
• The use of profiles
• Processing of data of persons in a vulnerable position 

(example: children)
• Processing with limited transparency obligations (police and 

surveillance)
• New technology with unknown potential (smart meters in the 

energy sector is one example, in addition to more common 
examples such as social networks, Google streetview and 
similar applications and the use of national unique identifiers.)

Transborder recognition

Question 10: Do you think a PIA conducted in one Member State 
should be recognised in another Member State?

The majority of respondents supported the concept of mutual recognition 
of PIAs. Much of this support was however conditional upon a range of 
factors, particularly the existence of a framework of EU harmonization. 
Respondents perceived a number of economic and administrative benefits 
in pursuing such a goal.

However this support was tempered by a range of concerns and 
uncertainties. Denmark outlined the potential for organizations to cite PIAs 
conducted in other jurisdictions and by other organizations rather than 
performing one for their own operations:

“It is not easily seen through, what the consequences might be – 
e.g. that enterprises or government institutions could refer to a 
PIA conducted in another Member State instead of conducting a 
PIA yourself? Yet, there may be different rules for conducting a 
PIA in the different Member States, at least right now, and the 
cultural context may differ significantly.”
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The inference of a “slippery slop” concern is echoed here.

While supporting the idea – subject to minimum content guidelines - the 
United Kingdom introduced some thought-provoking practical elements:

“However, it is unclear what “recognised” means in this context. 
A PIA is a process which, if done properly, leads to a more 
privacy-friendly project. The only tangible outputs which could be 
‘recognised’ are the PIA report and the project’s compliance with 
the law. In legal terms, there is no need to recognise the report 
itself, and compliance currently would only be with national law 
rather than the Directive. If the revised legislative proposal 
provides greater harmonisation, then this could offer a solution 
by member state A being able to recognise that a PIA done in 
member state B means that the organisation does not need to do 
a second PIA for member state A.” 

Several DPAs mentioned that a regime of full harmonization and mutual 
recognition would avoid the need for companies operating in several 
member states to conduct multiple PIAs. The Netherlands for example was 
of the view:

“Yes. If, for instance, a private company undertakes a PIA before 
introducing a new technology in the Netherlands, that 
company should not be obliged to undertake another PIA when it 
decides to introduce the same technology in Belgium.”

This aspect was however reflected on by Poland, which offered the view 
that:

“Yes. It should not preclude however, possibility of conducting 
second PIA in other Member State in case of some deficiencies. 
Possibility of authorising of PIA by some European body, for 
instance EDPB, could also be considered.”

Two DPAs, Sweden and Lithuania, were opposed to mutual recognition. 
Lithuania was of the view:

“A PIA, conducted in one Member State, cannot be recognized 
in another one because of different legislation in Member 
States.”

An interesting element in these responses is that both Sweden and 
Lithuania strongly support the concept of harmonization. Most other DPAs 
believed that such harmonization would enable mutual recognition. 
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Prior notification

Question 11: Do you think that government agencies and private 
sector companies should be obliged to send a copy of the PIA report 
to the Data Protection Authority before initiating a project, before 
putting a new product or technology on the market or before 
introducing a new service?

As summarized in the overview section above the majority of respondents 
argued against mandatory filing of PIAs except for certain classes of 
processing. One quarter of DPAs generally supported mandatory filing. 
(France, Germany, Luxembourg and Poland) with Finland suggesting a two-
year period of compulsion to allow collection of sample data. 

Many expressed the view that such a policy would be unnecessary, 
burdensome and even counter-productive. Most authorities felt that either 
the submission of PIAs should be limited to innovative or high-risk 
operations or that organizations should publish the assessment themselves 
and make that material fully available upon request by a DPA.

The concern over potential work overload for DPAs was reflected in many 
responses that strongly argued against the notion with Belgium opining: 

“Our fear is that to introduce this as a general obligation could 
be counterproductive. The limited means of DPAs should be 
focused on the highest risks, not on every small or average risk.”

 
Slovenia echoed this view, arguing: “the DPA might be overwhelmed with 
PIA reports thus not achieving their goal.”

Several respondents were concerned about the risk that such an obligation 
might create an expectation that the DPA had to produce some form of 
prior consent for processing, a notion that the UK (along with other 
countries with no prior-checking regime) featured in its response:

“They should make the PIA report available on request. Sending 
it to the DPA implies the DPA has to take some action to agree 
so that the project, product, technology or service can be 
launched. This will put undue pressure on DPAs to actively read 
and endorse every PIA and will inevitably delay the launch. This is 
unrealistic and the ICO has a longstanding policy of providing 
advice without endorsement. Ultimately, it depends on who the 
audience is for a PIA – and this is not necessarily the DPA. The 
ICO views PIAs as a self-assessment tool for organisations, not 
as a method to check or get approval for processing activities.”

The UK submission highlighted a crucial difference of opinion amongst 
some regulators. While Germany and Luxembourg presented an 
unconditional support for the policy, most resisted the concept, arguing 
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that even if PIAs were compulsory, organizations should not be compelled 
in normal circumstances to forward them to the DPA. Spain was of the 
view:

“On a general basis, PIA reports should be at disposal and 
should be made available to the Data Protection Authorities 
when requested. Having said that, in some cases related to data 
processing involving a high level of risk, it could be envisaged the 
proposed policy.”

Denmark went further, with the claim that the existing notification system 
was imperfect:

“That depends on the purpose sending the PIA to the DPA and 
on the capacity of the DPA. If there is no special purpose, e.g. 
approval, there should be no such obligation. At the moment it is 
a problem that the existing obligation to notify the DPA before 
starting to process certain categories of personal information 
does not work according to the intention.”

Bulgaria echoed much of this thinking, and raised the issue of trust:

“The sending of PIA reports’ copies to the data protection 
authorities could be useful, but we think that it will be more 
appropriate the relevant information to be published on the 
companies’ and state authorities’ sites. This could increase 
substantially the transparency of their work and the confidence in 
them.”  

Compulsory third-party audit

Question 12: Do you think government agencies and private sector 
companies should be obliged to have their PIAs audited by an 
independent third party?

Views on the concept of mandatory external audit followed the pattern of 
many other aspects of compulsion. The majority felt that compulsion was 
undesirable or unnecessary unless there wee exceptional circumstances.  
The three main grounds for opposing the concept were excessive cost and 
the risk that the measure would be viewed as unnecessary in the majority of 
circumstances. (certainly in cases where a DPA has auditing powers). 

However two reasons were advanced for supporting compulsion. First, 
such a policy would reduce resource pressure on overwhelmed and under-
resourced DPAs. Second was the enhancement of trust in systems and 
organisations. Belgium argued:

“The usefulness, value and credibility of most self-assessments 
will be easily challenged or ignored, if there is no external 

31 PIAF Deliverable D2



supervision via either external audit, management board 
supervision or control by DPAs.”

However the issue of cost was most frequently advanced as a point of 
opposition to compulsion. Lithuania was of the view that:

“It is better when government agencies and private sector 
companies have their PIAs, audited by an independent third 
party, but we don’t think that it should be mandatory, because it 
can be too big financial burden for the companies/agencies, 
which don’t have enough financial capacity for this.” 

This was a view emphasized by the Netherlands:

“An audit by an independent third party might be useful, but this 
very much depends on the specific circumstances. An obligation 
to have all PIAs audited by a third party is too broad and may 
well lead to unnecessary costs.”

Compatibility with prior checking

Question 13: Do you view PIAs and prior checking as 
complementary? and question 14: Do you think if an organisation 
conducts a PIA and sends the PIA report to the DPA that prior 
checking (Art 20 the EU Data Protection Directive) should be 
unnecessary?

The responses highlight a stark division of view over whether PIAs are 
synonymous to or complementary with prior checking, or whether PIAs are 
an essentially different mechanism. While most DPAs feel there are 
similarities between the two it is clear that many see a substantial 
difference. 

When asked whether PIAs could replace prior checking most respondents 
were of the view that the two should be viewed as fundamentally different 
in terms of application, scope and management. The view of the United 
Kingdom (which does not require or endorse prior checking) reflected the 
“light regulatory touch” government policy described by other regulators:

“PIAs are a tool for organisations to use to assess and mitigate 
the privacy risks of their own projects, services and so on. This 
should not require sign-off by the DPA. Prior checking is an 
authorisation by a DPA to start processing. (This office) does not 
carry out this kind of prior checking.”

In this respect there was a clear view expressed that a PIA is the 
responsibility of the organisation, where prior checking was the 
responsibility of the DPA, and that the two should not be confused. 
Hungary observed:
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“No, we think this currently largely depends on national 
legislation, however we would not support the mere sending of a 
PIA report eliminating prior checking, since prior checking 
involves a decision of the Data Protection Authority. The PIA 
report could therefore be only regarded as an input from a data 
controller which would be then analysed by the DPA in the 
process of prior checking (where applicable). Of course not all 
PIAs should lead to a prior checking.”

A small number of respondents (for example Bulgaria, Lithuania and the 
Netherlands) identified specific differences between prior checking and 
PIAs, with some emphasising the risk analysis element.

The idea that a PIA might in some way be seen as a new form of prior 
checking requiring DPA sign-off was vehemently resisted by some 
respondents, including the UK:

“No. They should make the PIA report available on request. 
Sending it to the DPA implies the DPA has to take some action to 
agree so that the project, product, technology or service can be 
launched. This will put undue pressure on DPAs to actively read 
and endorse every PIA and will inevitably delay the launch. This is 
unrealistic and the ICO has a longstanding policy of providing 
advice without endorsement. Ultimately, it depends on who the 
audience is for a PIA – and this is not necessarily the DPA. The 
ICO views PIAs as a self-assessment tool for organisations, not 
as a method to check or get approval for processing activities.”

The majority view that prior checking and PIAs were fundamentally different 
processes was also reflected in opinions on whether a PIA sent to a DPA 
would obviate the need for prior checking. Most DPAs opposed this idea, 
with Belgium explaining:

“The different methods of prior checking don’t have the same 
value, scope, purpose… Some methods may not be adequate to 
suit specific processing operations in a specific environment 
(high or low risk, required presence of independence of 
assessment for delicate applications…).  Take for instance AML/
CFT processing operations in bank environment that face also 
problems of lack of quality of the law. Other form of prior 
checking (formal assessment of the quality of laws) still keep 
their value (see n° 7 and onwards of annex to Opinion WP 186 of 
Working Party 29).”

Mandatory PIA publication

Question 15: Do you think government agencies should be obliged to 
publish their PIAs on their websites? and question 16: Do you think a 
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company should be obliged to publish their PIAs on their company’s 
website?

As summarized above, respondents were divided on the subject of 
compulsory publication of PIAs. While half agreed that publication should 
be mandatory across the private and public sectors many of the remainder 
argued against such a policy on the grounds of practicality. Some 
expressed concern that security could be compromised through 
publication and others mentioned general problems with commercial 
confidentiality. 

However views on mandatory publication deviated slightly from the general 
pattern of responses on questions of compulsion, with stronger support 
evident on the publication requirement issue. The UK for example, which 
opposes most forms of legal obligation, argued for conditional compulsion 
“taking account of any confidentiality obligations, commercial secrets or 
security concerns. “ 

The connection between publication and trust was frequently cited with 
Belgium eloquently summarizing the relationship as:

“Publicity creates trust and accountability; lack of publicity may 
encourage the opposite.”

Denmark suggested that publication was valuable for accountability and 
that such a process “relates to the principle of transparency in the coming 
ISO 29100 and be a supplement to the agency’s privacy policy.”

Slovenia echoed this sentiment:

“We would very much support this idea in order to increase 
transparency and public confidence, especially in the field of 
draft legislation proposals. We often see that no PIA was 
performed when we receive draft legislation proposals. In some 
fields PIAs are especially important, e.g. in cases such as data 
retention, body scanners and deliberations of other privacy-
invasive measures.”

However some authorities believed that such practical limits, for example 
with France arguing that in some cases a summary should be published 
rather than the entire document:

“Publishing a fully detailed PIA on a website can be very 
problematic as it can reveal proprietary information and/or 
security weaknesses in a product or a service. Members and 
staff of the supervisory authority who review PIAs are subject to 
a duty of professional secrecy with regard to confidential 
information to which they have access. By definition, such 
restriction does not apply to the general public.”

34 PIAF Deliverable D2



Finally, the Netherlands expressed a somewhat different perspective.  It 
argued that the mere concept of mandatory publication could compromise 
the culture of responsibility:

“A PIA should be first and foremost an honest investigation that 
helps a data controller to mitigate privacy risks. An obligation to 
publish PIAs could affect the way a PIA is being undertaken or 
reported upon.”  

Stakeholder consultation

Question 17: Do you think government agencies and companies 
should be obliged to consult external stakeholders in the conduct of 
a PIA?

The pattern of opinion relating to compulsory stakeholder engagement is 
very similar to the response pattern of opinions over mandatory audits. The 
majority view expressed by regulators is that external stakeholder 
engagement is a matter that should be left to either the individual 
organisation or to the member states to determine. There appears to be a 
predominant concern that interference at that level might be construed as 
unnecessary micro management.

As with the question of audit the responses revealed a strong level of belief 
in the exercise of common sense amongst organizations. Larger companies 
in particular would be anxious to preserve a good reputation and would be 
more likely to follow conventions of engagement. 

However there was a widely held view that the consideration of stakeholder 
engagement should also to an extent be predicated on the sensitivity of the 
data in question, with France advising:

“Such an obligation makes sense especially for products and 
services that will necessarily affect a specific category of people 
in everyday life: employees, hospital patients, public transport 
users, etc.” 

The UK DPA however took an uncompromising line on this aspect, arguing 
that all organizations should engage as such a process “is an integral part 
of how the ICO views PIAs.” 

PIAs and consumer trust

Question 18: Do you think that customers and/or citizens will be 
more trusting of a company or government agency that has 
conducted a PIA?
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This question provided respondents with the opportunity to address the 
broader landscape of PIA policy - which many took advantage of. Perhaps 
surprisingly most presented a cautious and even skeptical response, 
suggesting that while trust might be an outcome of PIA adoption there 
were still many conditional factors to satisfy.

One of the chief concerns expressed was the challenge of creating public 
awareness of PIAs. Reflecting the dynamics of awareness over privacy 
policies, Denmark was particularly cautious on this point:

“We think that a minority of customers or citizens will read and in 
some way or the other respond to published PIAs, but we do not 
expect the majority to do so. In Denmark the Agency is running 
awareness campaigns each year, and it has been experienced 
that it is necessary to keep the campaigns very simple. It is well 
known that most users of e.g. freeware do not read the license 
conditions before marking a check box.”

The UK was skeptical about the likelihood of public awareness of PIAs, 
suggesting “Individuals are unlikely to be concerned about the PIA itself, 
only with the wider outcomes a PIA should produce.” 

France too signaled caution and expressed the view that PIAs would have 
to form part of an integrated package of reforms:

“Conducting a PIA will not alone bring trust from consumer and 
citizens. Trust will only be enabled if citizens and/or consumers 
are confident that these PIAs are done seriously, reviewed 
independently, and that additional data protection safeguards 
(e.g. data breach notification, etc.) are implemented. In this 
regard, data protection authorities have an important role to 
play.”

For Belgium, this aspect centred on the evolution of a quality matrix:

“This depends on the quality criteria. The model of the privacy 
seal performed by an independent DPA does not hold the same 
value as a legal assessment by an internal legal advisor of a 
company that is not backed up by other mechanisms.“

Central PIA registry

Question 19: Do you think there should be a central registry of PIAs, 
i.e., a single website where one can find all of the PIAs conducted by 
government agencies? 

A substantial minority of DPAs (7) felt that overall a central register would 
potentially provide a valuable public and administrative resource. However 
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most either opposed the concept or were cautious about its value, with 
Belgium arguing “content and quality, not extra formalities should be the 
first aim of the PIA”.

Spain also urged caution and suggested that an obligation to publish may 
negate the need for a register:

“Provided there is a general obligation of publishing PIAs – with 
some derogations – conducting by government agencies, a 
central registry may not be strictly needed. In any case, the 
usefulness and feasibility of such a registry should be carefully 
assessed in terms of cost-benefit.”

Both Denmark and Finland questioned whether the rationale of a central 
register was necessary, with Finland suggesting: “There should be a 
common convention for storing and distributing the PIAs but we do not 
think a central registry would be necessary.”

The Danish DPA was skeptical about the prospect for widespread use of 
such a registry:

“If PIAs can be found on each agency’s own web site, it should 
not be necessary to establish and keep a special website 
updated. We do not believe that the existing registry on the 
Danish PDA’s website is used by many citizens or customers at 
all.”

Miscellaneous comments

Question 20: Do you have any other comments about PIAs that 
might be helpful for us in understanding how easy or difficult it might 
be to introduce a PIA policy in your country?

Belgium, Bulgaria and Estonia reiterated the importance of detailed 
regulation to ensure not only compliance but also a high degree of 
assurance about the design and implementation of PIAs, with Belgium 
warning that without such regulation “it is not likely that the idea of PIA will 
become reality in the coming years.” 

With regard to design, the UK, Ireland, Finland and Denmark supplied 
further information about their own initiatives for PIA models and audits 
while Estonia and Lithuania again stressed the importance of awareness-
raising.

Slovenia, Spain and Poland repeated a concern that had been expressed 
throughout the research: further detailed information and resources are 
required to ensure that authorities have the greatest possible potential to 
devise the best possible model and policy.
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Six fundamental challenges 

Ø It is clear that many respondents are concerned that the 
introduction of a PIA policy will be resisted either by 
government or industry. What steps can be taken and what 
process engaged to mitigate the risk of wide-scale 
opposition? 

Ø How can a PIA model be conceived that satisfy the twin 
demands of providing a meaningful assessment of privacy 
risks while at the same time ensuring that the process does 
not present a significant level of bureaucracy for businesses?  
Is it possible to devise a model that overcomes a perhaps 
common misunderstanding that PIAs are costly and 
burdensome?

Ø There is a fundamental conflict between the view that PIAs 
need to become conventional organisational practice, and the 
perhaps more pragmatic view that the mechanism will be 
viable only if it applies to high-risk processing operations. Is it 
possible to resolve this tension between principle and 
pragmatism, and if so, how should we go about the task of 
establishing policy recommendations that will satisfy both 
conditions?

Ø If a conditional approach is taken whereby a mandatory 
framework applies only to risky or new types of processing 
operations, is it possible to establish a universally agreed 
definition of such categories?

Ø What is the model and policy most likely to fully engage small 
and medium size entities and micro operations such as 
applications developers?

Ø It is clear from the responses that many authorities with a 
mandate for prior checking view PIAs at a practical level as a 
complementary mechanism, where those with no mandate to 
conduct prior checking are anxious to avoid a PIA policy 
becoming a possible “soft option” for lawmakers to establish 
a PIA-centred prior-checking regime for all processing. Is EU 
harmonisation possible while such stark differences of view 
exist? 
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Conclusions

The response data clearly indicates a strong level of support for the 
concept of PIAs, but a spectrum of divergent views over aspects of policy, 
design and implementation. Harmonisation – the bedrock of an effective EU 
PIA framework – is an achievable target but much work is still to be done to 
ensure that the specific conditions in each member state are taken into 
account.
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APPENDIX 1: THE QUESTIONNAIRE
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Questionnaire on the introduction of a privacy impact assessment 
policy in the EU Member States

The PIAF consortium is undertaking a project for the European 
Commission’s Directorate-General Justice on the development of an 
optimised privacy impact assessment (PIA) framework for Europe. The first 
report, available on the consortium’s website (http://www.piafproject.eu/), 
released in September 2011, examines PIA methodologies in Australia, 
Canada, Hong Kong, Ireland, New Zealand, the United Kingdom and the 
United States.

The consortium’s second task is to identify what factors and contextual 
conditions might affect a decision to introduce a PIA policy in each of the 
Member States. In that regard, we have prepared this questionnaire. We 
would be most grateful if you could review and respond to the following 
questions to help us understand how easy or difficult it might be to 
introduce a PIA policy in your country.

The PIAF consortium will forward to you a copy of the report summarising 
the responses we receive from all Member States. We believe this report 
will be of value to all respondents as a way of sharing experience and 
possible solutions with regard to the introduction of a PIA policy in each of 
the Member States. As the Commission has already indicated that PIAs 
should be obligatory, at least in some situations, this sharing of 
perspectives and experience among the Member States will be more 
important than ever.

1. Which of the following factors might affect the introduction of a PIA 
policy in your country:
• Opposition from within the data protection authority (perhaps 

because of fears that it will generate more work for which the DPA is 
already inadequately resourced)?

• Opposition from within the government (perhaps because the 
government is trying to reduce the amount of regulation rather than 
trying to increase it)?

• Opposition from the private sector (perhaps because they are 
opposed to more regulation)?

• Other (please explain).

2. Do you have concerns that a PIA might cost too much, take too much 
time, might slow down the development of a new project or technology 
or service?
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3. Do you think the benefits of a PIA – in terms of identifying privacy risks 
and finding ways to avoid or minimise those risks – outweigh the costs 
of undertaking the PIA?

4. Do you have concerns that there might be a shortage of people with enough 
training to conduct a PIA or to audit a PIA?

5. Do you think there should be a harmonised PIA policy across all 
Member States? 

6. Do you think there should be a harmonised PIA methodology across all 
Member States (i.e., that the way in which PIAs are undertaken should 
be structured in more or less the same way)?

7. Do you think a PIA should address all types of privacy (privacy of 
personal information, privacy of behaviour, privacy of location, privacy 
of the person, etc.) or only privacy of information (data protection)?

8. Do you think PIAs could help policy-makers and other stakeholders 
address issues such as children's privacy rights, surveillance, Internet 
challenges and privacy-enhancing technologies (PETs)?

9. Do you think PIAs should be mandatory for both government agencies 
and private sector companies?

10.Do you think a PIA conducted in one Member State should be 
recognised in another Member State?

11.Do you think that government agencies and private sector companies 
should be obliged to send a copy of the PIA report to the Data 
Protection Authority before initiating a project, before putting a new 
product or technology on the market or before introducing a new 
service?

12.Do you think government agencies and private sector companies should 
be obliged to have their PIAs audited by an independent third party?

13.Do you view PIAs and prior checking as complementary?

14.Do you think if an organisation conducts a PIA and sends the PIA report 
to the DPA that prior checking (Art 20 the EU Data Protection Directive) 
should be unnecessary?

15.Do you think government agencies should be obliged to publish their 
PIAs on their websites?

16.Do you think a company should be obliged to publish their PIAs on their 
company’s website?
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17.Do you think government agencies and companies should be obliged to 
consult external stakeholders in the conduct of a PIA?

18.Do you think that customers and/or citizens will be more trusting of a 
company or government agency that has conducted a PIA?

19.Do you think there should be a central registry of PIAs, i.e., a single 
website where one can find all of the PIAs conducted by government 
agencies? 

20.Do you have any other comments about PIAs that might be helpful for 
us in understanding how easy or difficult it might be to introduce a PIA 
policy in your country?

Thank you for responding to our questions. Responses should be sent to 
the PIAF consortium partners: Simon Davies from Privacy International 
(simon@privacy.org), with a copy to David Wright from Trilateral Research 
& Consulting (david.wright@trilateralresearch.com) and Dariusz Kloza from 
Vrije Universiteit Brussel (dariusz.kloza@vub.ac.be).

We will summarise the results we obtain from all Member States and send 
you a copy of those results.
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APPENDIX 2: RESPONSES FROM EU DATA 
PROTECTION AUTHORITIES
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BELGIUM

DISCLAIMER: the replies below are not based on a formal position of our 
DPA. Often, replies concern first impressions based on experiences in 
recent files, that may (not) be confirmed by later positions. 

1 Which of the following factors might affect the introduction of a PIA 
policy in your country:

o Opposition from within the data protection authority (perhaps 
because of fears that it will generate more work for which the 
DPA is already inadequately resourced)?

o Opposition from within the government (perhaps because the 
government is trying to reduce the amount of regulation rather 
than trying to increase it)?

o Opposition from the private sector (perhaps because they are 
opposed to more regulation)?

o Other (please explain).

Assuming that the general data protection regulation will impose a data 
protection impact assessment rather as an internal obligation of the 
controller or the processor without any added workload / prior checking 
obligation for the DPA, we expect that points B and C might play a more 
important role than point A

2 Do you have concerns that a PIA might cost too much, take too 
much time, might slow down the development of a new project or 
technology or service?

We expect that the private sector will use this argument against a 
general introduction of a PIA. 
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However, this argument is only partially valid as it really depends on way 
PIA will be introduced. PIA should rather be performed for a certain 
processing operation with a certain risk degree, not for the most 
common operations that have a low risk degree (normal staff 
management, normal client management).  

More use should be made of experience that exists with similar forms of 
risk analysis in the private sector by the audit sector. See for instance 
forms that were mentioned in the annex to the Opinion WP 186 of the 
Working Party 29. 

* privacy impact assessments which are in line with the agreed method 
with the DPA (UK);

* a national privacy audit for data processing operations (Netherlands) 
based on a previously established audit standard between the DPA and 
the auditing sector;

* an European privacy audit via the CEN workshop agreements and self-
assessment tools as developed by CEN

* A European privacy seal for specific tools currently offered by one 
DPA.

3 Do you think the benefits of a PIA – in terms of identifying privacy 
risks and finding ways to avoid or minimise those risks – outweigh 
the costs of undertaking the PIA?

Difficult to judge. Our DPA has no experience with PIA as known in 
other countries such as the UK. 

Hence, we can give just a few first impressions: 

PIAs will need to be set up in a cost-effective way, not as another costly 
“ticking the box” exercise for every automated processing operation.

To be cost-effective, the required form of the PIA will have to be risk-
based, based on objective criteria. This means that the Commission 
should establish objective criteria to define what (combination of 
criteria) forms (not) higher risk in the area of data protection. Such 
criteria can already be found in the existing European data protection 
framework that provides safeguards when elements are available 

In 2010 the secretariat of the Belgian DPA has made a similar informal 
exercise with the help of an external audit professional. The exercise 
that was not formally adopted by the DPA however identified relevant 
criteria to identify the existence of data protection risks. 
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Criteria were: 

* The processing of sensitive data, 

* processing for specific purposes such as direct marketing

* The use of profiles

* processing of data of persons in a vulnerable position (example: 
children etc…

* Processing with limited transparency obligations (police and 
surveillance)

* new technology with unknown potential (smart meters in energy 
sector is one example, in addition to more common examples such as 
social networks, google streetview and similar applications, the use of 
national unique identifiers,;..)

Example: more expensive and extensive forms of PIAS will be required 
for higher risk processing operations such as processing of sensitive 
data by police services, the trade in profiles of natural persons. 

4 Do you have concerns that there might be a shortage of people with 
enough training to conduct a PIA or to audit a PIA?

This concern exists, but use can also be made of several techniques to 
limit this concern such as 

**existing staff and means that are already in place in some 
organisations (stock-listed companies, some police services,…) under 
general audit obligations should be extended from their core origin 
(financial and security audits) to the broader area of data protection. 

* Outsourcing. External audit by (truly) independent reliable audit 
companies should be also an option instead of adding to the workload 
of every DPA. Again, See the CEN framework.

5 Do you think there should be a harmonised PIA policy across all 
Member States? 

Yes, by the European Commission mainly for the objective criteria, 
techniques and conditions

6 Do you think there should be a harmonised PIA methodology across 
all Member States (i.e., that the way in which PIAs are undertaken 
should be structured in more or less the same way)?

47 PIAF Deliverable D2



Yes (see the aim of harmonisation of the general data protection 
regulation and the risk of different approaches in the member states as 
experienced with many instruments developed under Directive 95/46/
EC).

7 Do you think a PIA should address all types of privacy (privacy of 
personal information, privacy of behaviour, privacy of location, 
privacy of the person, etc.) or only privacy of information (data 
protection)?

PIA should be limited to data protection in a first phase, with an option 
to extend the protection to other privacy areas later on.

8 Do you think PIAs could help policy-makers and other stakeholders 
address issues such as children's privacy rights, surveillance, Internet 
challenges and privacy-enhancing technologies (PETs)?

Again, there is already tangible protection in the audit sector against 
certain risks

9 Do you think PIAs should be mandatory for both government 
agencies and private sector companies?

The obligation to provide PIAs should be tied to the existence of high 
risks, whether in public or private sector is less relevant. 

10 Do you think a PIA conducted in one Member State should be 
recognised in another Member State?

See 5. And 6. Provided that harmonisation of policy and methodology is 
in place (objective criteria, techniques and conditions are harmonised at 
EU level…), the automatic recognition should be possible. 

11 Do you think that government agencies and private sector 
companies should be obliged to send a copy of the PIA report to the 
Data Protection Authority before initiating a project, before putting a 
new product or technology on the market or before introducing a 
new service?

Our fear is that to introduce this as a general obligation could be 
counterproductive. The limited means of DPAs should be focused on 
the highest risks, not on every small or average risk

12 Do you think government agencies and private sector companies 
should be obliged to have their PIAs audited by an independent third 
party?

Yes, as one of the options in case of higher risks for bigger companies 
that have already audit obligations in place (stocklisted companies, 
some police services,). Other options are to have the PIA performed by 
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the auditor. The usefulness, value and credibility of most self-
assessments will be easily challenged or ignored, if there is no external 
supervision via either external audit, management board supervision or 
control by DPAs. 

13 Do you view PIAs and prior checking as complementary?

PIA should be seen as one of the forms of prior checking in the meaning 
of article 20 Directive 95/46/EC.

14 Do you think if an organisation conducts a PIA and sends the PIA 
report to the DPA that prior checking (Art 20 the EU Data Protection 
Directive) should be unnecessary?

No. The different methods of prior checking don’t have the same value, 
scope, purpose… Some methods may not be adequate to suit specific 
processing operations in a specific environment (high or low risk, 
required presence of independence of assessment for delicate 
applications…).  Take for instance AML/CFT processing operations in 
bank environment that face also problems of lack of quality of the law. 
Other form of prior checking (formal assessment of the quality of laws) 
still keep their value (see n° 7 and onwards of annex to Opinion WP 186 
of Working Party 29).

15 Do you think government agencies should be obliged to publish their 
PIAs on their websites?

In some cases (higher risks) the PIA will have to be public, as the 
publicity of audit reports can protect the concerned data subjects, and 
raise awareness of other stakeholders. 

Also publicity creates trust and accountability, lack of publicity may 
encourage the opposite.

Rule of article 8 ECHR applies, i.e. the necessity to publish PIAs in some 
areas such as secret surveillance could be challenged.

16 Do you think a company should be obliged to publish their PIAs on 
their company’s website?

Same as 15. We don’t see why the private sector should be treated 
differently from the public sector, taking into account that privacy 
protection concerns fundamental rights in a democratic society. 

17 Do you think government agencies and companies should be 
obliged to consult external stakeholders in the conduct of a PIA?

This should be recommended as an option. Other options exist such as 
the use of public guidance by the DPA or other professionals, provided 
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that the quality of the end result of such self-assessments is later on 
certified. 

18 Do you think that customers and/or citizens will be more trusting of a 
company or government agency that has conducted a PIA?

This depends on the quality criteria. The model of the privacy seal 
performed by an independent DPA does not hold the same value as a 
legal assessment by an internal legal advisor of a company that is not 
backed up by other mechanisms. 

19 Do you think there should be a central registry of PIAs, i.e., a single 
website where one can find all of the PIAs conducted by government 
agencies? 

The usefulness of such exercise can be questioned. See the earlier critic 
on the effectiveness of the traditional notification obligations by the 
Commission (point 2.2.4 of the Communication of the Commission of 4 
November 2010, published on http://ec.europa.eu/justice/news/
consulting_public/0006/com_2010_609_en.pdf

Content and quality, not extra formalities should be the first aim of the 
PIA. I.E. Focus should be rather on providing guidance for best 
practices, guidance, training to establish PIAs and PIA models.

Also, the cost-effectiveness of similar mass projects such as the “FTC 
spam fridge” can be questioned. 

20 Do you have any other comments about PIAs that might be helpful 
for us in understanding how easy or difficult it might be to introduce 
a PIA policy in your country?

In Belgium, PIA should be provided by the EU regulation. Without such 
instrument (see article 20 Directive 95/46/EC, it is not likely that the idea 
of PIA will become reality in the coming years. 
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BULGARIA

Комисията за защита на личните данни

1. Which of the following factors might affect the introduction of a PIA 
policy in your country:

• Opposition from within the data protection authority (perhaps 
because of fears that it will generate more work for which the 
DPA is already inadequately resourced)?

• Opposition from within the government (because the government 
is trying to reduce the amount of regulation rather than trying to 
increase it)?

• Opposition from the private sector (perhaps because they are 
opposed to more regulation)?

• Other (please explain).

CPDP: As it is answered on Q 1.20- “The problem with implementing 
the PIA assessment is the lack of clear regulation, preferably in legal act, 
and of unified form and method. Until the PIA assessment is not 
explicitly foreseen as obligation, its conducting relies on the controller’s 
good will which is not always present especially when it comes to 
personal data processing and protection of the privacy rights.” 

2. Do you have concerns that a PIA might cost too much, take 
too much time, might slow down the development of a new project or 
technology or service?

CPDP: No. We don’t think that the PIA might cost too much and take 
too long, because every time when a new technology or service is 
introduced or new project developed is performed a business evaluation 
of the possible problems that can occur. In this regard, the PIA is 
necessary, mainly to avoid possible problems by the personal data 
processing and protection, because if such is not performed there can 
be consequences leading to serious financial cost and time loss, 
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considering that in case of established violation, the data protection 
authority can impose high fines or propriety sanctions. Besides, if 
problems occur by the personal data processing that will disturb the 
business relations with the individuals, whose data are processed.

3. Do you think the benefits of a PIA – in terms of identifying 
privacy risks and finding ways to avoid or minimise those risks – 
outweigh the costs of undertaking the PIA?

CPDP: Considering our answer on Q 1.2, we think that the advantages 
of conducting an assessment overweight the costs of its undertaking.

4. Do you have concerns that there might be a shortage of 
people with enough training to conduct a PIA or to audit a PIA?

CPDP: Currently, the officials, authorized by the President to perform 
inspections check the controller’s internal documents on the 
observance of the legal personal data protection requirements. At this 
stage are discussed changes in the existing Ordinance 1 on the minimal 
level of technical and organizational measures and the admissible type 
of personal data protection, which aim at defining the risks for every 
data processing operation. 

5. Do you think there should be a harmonised PIA policy across 
all Member States? 

CPDP: Yes, we are of opinion that there should be harmonized policy 
regarding the established common problems and possible treats for the 
privacy and the security of the personal data processing. 

6. Do you think there should be a harmonised PIA methodology 
across all Member States (i.e., that the way in which PIAs are 
undertaken should be structured in more or less the same way)?

CPDP: Yes. The implementation of harmonized methodology would be 
practical. That would facilitate the work of both the personal data 
controllers and the data protection authorities, exercising supervision. 

7. Do you think a PIA should address all types of privacy (privacy 
of personal information, privacy of behaviour, privacy of location, 
privacy of the person, etc.) or only privacy of information (data 
protection)?

CPDP: The assessment should include all privacy aspects because 
every individual can be profiled and assumption about his/her character, 
habits etc. can be made, e.g. he/she can be identified without a doubt 
by the combination of various type of information. Currently exist data 
protection and privacy problems regarding every of the above 
mentioned aspects, subject to inspection by the data protection 
authorities. 
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8. Do you think PIAs could help policy-makers and other 
stakeholders address issues such as children's privacy rights, 
surveillance, Internet challenges and privacy-enhancing technologies 
(PETs)?

CPDP: Yes, we think that the assessments will help all interested parties. 
If no preliminary evaluation on the privacy impact of the introduced new 
technologies on the individuals who will use them is performed, no real 
idea about the possible challenges and problems that could occur can 
be attained.

9. Do you think PIAs should be mandatory for both government 
agencies and private sector companies?

CPDP: Yes. The state authorities, because of the character and the 
specific of their work, process personal data of many individuals and the 
risk of loss, destruction, breach, bad operation of the information 
systems as well as of unauthorized access to them and consequently of 
misuse is high. With regard to private companies, a differentiation can 
be made between big and small and medium sized undertakings, but in 
no case the PIA should be avoided, since this can lead to different 
application of main data protection principle- this of the personal data 
controllers’ accountability, because the small and medium sized 
undertakings should not bear lesser responsibility for ensuring the 
security of the data processing than the big undertakings, only because 
of the smaller volume of the processed data. 

10. Do you think a PIA conducted in one Member State should be 
recognised in another Member State?

CPDP: Yes, in case general PIAs rules, procedures and methods are 
implemented. 

11. Do you think that government agencies and private sector 
companies should be obliged to send a copy of the PIA report to the 
Data Protection Authority before initiating a project, before putting a 
new product or technology on the market or before introducing a new 
service?

CPDP: The sending of PIA reports’ copies to the data protection 
authorities could be useful, but we think that it will be more appropriate 
the relevant information to be published on the companies’ and state 
authorities’ sites. This could increase substantially the transparency of 
their work and the confidence in them.  

12. Do you think government agencies and private sector 
companies should be obliged to have their PIAs audited by an 
independent third party?
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CPDP: No. We do not consider it necessary. In general, it is more 
adequate by the execution of the PIA to be enrolled external expert/
consultants and this practice is applied by almost all big companies, 
which would like to keep their reputation. The personal data controller 
should be left to decide on the PIA method.

13. Do you view PIAs and prior checking as complementary?

CPDP: No. According to the Law for Protection of Personal Data 
(LPPD), the prior (ex-ante) checks are performed when specially 
protected (sensitive) data is processed. In general, the execution of PIA 
should not be bound to the ex-ante inspection because the evaluation 
should be obligatory for all personal data controllers for every declared 
data processing, whereas the prior inspections are conducted in cases, 
determined by the law.

14. Do you think if an organisation conducts a PIA and sends the 
PIA report to the DPA that prior checking (Art 20 the EU Data Protection 
Directive) should be unnecessary?

CPDP: Under the Bulgarian Law for Protection of Personal Data this 
would not be enough, because by the ex-ante inspections is required 
more information and is checked the current data processing and the 
undertaken technical and organizational measures for data protection. 

15. Do you think government agencies should be obliged to 
publish their PIAs on their websites?

CPDP: Yes. As pointed out in Q 1.11- “The sending of PIA reports’ 
copies to the data protection authorities could be useful, but we think 
that it will be more appropriate the relevant information to be published 
on the companies’ and state authorities’ sites. This could increase 
substantially the transparency of their work and the confidence in 
them.”  

16. Do you think a company should be obliged to publish their 
PIAs on their company’s website?

CPDP: Yes. As pointed out in Q 1.11- “The sending of PIA reports’ 
copies to the data protection authorities could be useful, but we think 
that it will be more appropriate the relevant information to be published 
on the companies’ and state authorities’ sites. This could increase 
substantially the transparency of their work and the confidence in 
them.”  

17. Do you think government agencies and companies should be 
obliged to consult external stakeholders in the conduct of a PIA?

CPDP: No. Please, consider the answer to Q 1.12- they shouldn’t be 
obliged but if they would like to minimize the problems, which can occur 
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and wish to retain the confidence of the individuals, whose personal 
data is processed, they should enroll external experts for the PIA. 

18. Do you think that customers and/or citizens will be more 
trusting of a company or government agency that has conducted a PIA?

CPDP: Yes. With such behavior the personal data controller shows more 
serious approach to the personal data processed and wish to take the 
responsibility, which is of main importance for the building of trust 
between the controller and individuals, whose data are processed.

19. Do you think there should be a central registry of PIAs, i.e., a 
single website where one can find all of the PIAs conducted by 
government agencies? 

CPDP: We do not think that the creation of central register should be 
obligatory. It would be helpful for ensuring better accessibility of the 
individuals to information about conducted privacy impact assessments.  

20. Do you have any other comments about PIAs that might be 
helpful for us in understanding how easy or difficult it might be to 
introduce a PIA policy in your country?

CPDP: The problem with implementing the PIA assessment is the lack of 
clear regulation, preferably in legal act, and of unified form and method. 
Until the PIA assessment is not explicitly foreseen as obligation, its 
conducting relies on the controller’s good will which is not always 
present especially when it comes to personal data processing and 
protection of the privacy rights.
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DENMARK

1. Which of the following factors might affect the introduction of a PIA 
policy in your country:

o Opposition from within the data protection authority (perhaps 
because of fears that it will generate more work for which the 
DPA is already inadequately resourced)?

o Opposition from within the government (perhaps because the 
government is trying to reduce the amount of regulation rather 
than trying to increase it)?

o Opposition from the private sector (perhaps because they are 
opposed to more regulation)?

o Other (please explain).

In	  Denmark	  most	  government	  ins@tu@ons	  as	  well	  as	  private	  enterprises	  find	  
that	  regula@on	  and	  control	  may	  be	  an	  extra	  administra@ve	  burden	  causing	  
extra	  costs	  without	  giving	  equal	  value	  back	  to	  the	  organisa@on.	  There	  are	  
ongoing	  efforts	  to	  create	  effec@ve	  ins@tu@ons,	  including	  simplifying	  
administra@ve	  processes.

2. Do you have concerns that a PIA might cost too much, take too 
much time, might slow down the development of a new project or 
technology or service?

Yes,	  having	  seen	  exis@ng	  assessment	  tools	  from	  other	  countries,	  we	  plan	  for	  
a	  methodology	  –	  simple,	  general,	  and	  not	  introducing	  more	  bureaucracy.	  The	  
exis@ng	  assessment	  tools	  are	  much	  too	  complicated	  for	  our	  use	  and	  we	  
expect	  them	  to	  be	  too	  costly	  without	  delivering	  value	  back	  to	  the	  
organisa@on.

3. Do you think the benefits of a PIA – in terms of identifying privacy 
risks and finding ways to avoid or minimise those risks – outweigh 
the costs of undertaking the PIA?
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It	  is	  difficult	  to	  es@mate	  the	  benefits	  of	  a	  PIA,	  but	  we	  do	  believe	  it	  will	  be	  
possible	  to	  develop	  a	  methodology,	  where	  results	  and	  outcome	  will	  be	  in	  
propor@on	  to	  the	  costs	  and	  efforts.

4. Do you have concerns that there might be a shortage of people with 
enough training to conduct a PIA or to audit a PIA?

No,	  we	  will	  introduce	  the	  method,	  when	  the	  right	  method	  is	  in	  place,	  in	  
relevant	  working	  forums	  for	  government	  ins@tu@ons	  in	  the	  first	  place.	  We	  
already	  feel	  the	  interest	  from	  different	  types	  of	  ins@tu@ons.

5. Do you think there should be a harmonised PIA policy across all 
Member States? 

No,	  we	  believe	  that	  different	  Member	  States	  have	  different	  approaches	  to	  a	  
PIA	  policy,	  and	  we	  find	  it	  important	  that	  each	  Member	  State	  can	  develop	  
own	  PIA	  policy	  according	  to	  the	  na@onal	  context,	  tradi@on,	  culture	  etc.

6. Do you think there should be a harmonised PIA methodology across 
all Member States (i.e., that the way in which PIAs are undertaken 
should be structured in more or less the same way)?

No,	  we	  do	  not	  believe	  in	  ONE	  PIA	  methodology,	  but	  we	  believe	  that	  centrally	  
developed	  guidelines	  and	  tools	  for	  use	  in	  an	  assessment	  would	  give	  
inspira@on	  and	  mo@va@on	  in	  the	  Member	  States	  to	  take	  up	  developing	  own	  
methodology.

7. Do you think a PIA should address all types of privacy (privacy of 
personal information, privacy of behaviour, privacy of location, 
privacy of the person, etc.) or only privacy of information (data 
protection)?

We	  think	  a	  PIA	  (methodology)	  should	  be	  as	  general	  as	  possible	  in	  order	  to	  
address	  relevant	  privacy	  risks	  related	  to	  the	  systems	  planned	  or	  operated	  
in	  order	  to	  process	  data.	  Conduc@ng	  a	  PIA	  on	  a	  specific	  system	  or	  
technology	  should	  only	  include	  the	  relevant	  personal	  data	  –	  not	  all	  other	  
kinds	  of	  personal	  informa@on	  which	  will	  not	  be	  processed.	  

If	  other	  kinds	  of	  ‘informa@on’	  in	  the	  system	  or	  the	  technology	  are	  
processed	  as	  well,	  the	  methodology	  should	  be	  able	  to	  assess	  those,	  too.	  
The	  assessment	  should	  not	  include	  more	  informa@on	  than	  strictly	  
necessary	  in	  rela@on	  to	  the	  objec@ves.

8. Do you think PIAs could help policy-makers and other stakeholders 
address issues such as children's privacy rights, surveillance, Internet 
challenges and privacy-enhancing technologies (PETs)?
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We	  think	  that	  implemen@ng	  PIA	  could	  enhance	  the	  focus	  on	  all	  individuals’	  
privacy	  rights.	  In	  Denmark	  we	  already	  have	  had	  -‐	  and	  s@ll	  have	  -‐	  projects	  
regarding	  children’s	  privacy	  rights	  conducted	  together	  with	  child	  
organisa@ons.

9. Do you think PIAs should be mandatory for both government 
agencies and private sector companies?

We	  think	  that	  PIA	  can	  be	  a	  useful	  tool	  assessing	  certain	  categories	  of	  
personal	  informa@on	  e.g.	  health,	  ethnic	  origin	  etc.,	  and	  we	  expect	  that	  PIAs	  
will	  be	  mandatory	  when	  processing	  this	  kind	  of	  informa@on	  regarding	  the	  
coming	  Regula@on	  on	  processing	  personal	  data.	  We	  have	  been	  used	  to	  
specific	  rules	  when	  processing	  specific	  types	  of	  personal	  informa@on	  in	  
compliance	  with	  the	  Direc@ve	  95/46	  EF.	  Conduc@ng	  a	  PIA	  should	  be	  
voluntary	  in	  cases,	  where	  privacy	  rights	  are	  not	  at	  risk,	  i.e.	  where	  personal	  
data	  is	  already	  public.

10. Do you think a PIA conducted in one Member State should be 
recognised in another Member State?

It	  is	  not	  easily	  seen	  through,	  what	  the	  consequences	  might	  be	  –	  e.g.	  that	  
enterprises	  or	  government	  ins@tu@ons	  could	  refer	  to	  a	  PIA	  conducted	  in	  
another	  Member	  State	  instead	  of	  conduc@ng	  a	  PIA	  yourself?	  Yet,	  there	  may	  
be	  different	  rules	  for	  conduc@ng	  a	  PIA	  in	  the	  different	  Member	  States,	  at	  
least	  right	  now,	  and	  the	  cultural	  context	  may	  differ	  significantly.

11. Do you think that government agencies and private sector 
companies should be obliged to send a copy of the PIA report to the 
Data Protection Authority before initiating a project, before putting a 
new product or technology on the market or before introducing a 
new service?

That	  depends	  on	  the	  purpose	  sending	  the	  PIA	  to	  the	  DPA	  and	  on	  the	  capacity	  
of	  the	  DPA.	  If	  there	  is	  no	  special	  purpose,	  e.g.	  approval,	  there	  should	  be	  no	  
such	  obliga@on.	  At	  the	  moment	  it	  is	  a	  problem	  that	  the	  exis@ng	  obliga@on	  to	  
no@fy	  the	  DPA	  before	  star@ng	  to	  process	  certain	  categories	  of	  personal	  
informa@on	  does	  not	  work	  according	  to	  the	  inten@on.

12. Do you think government agencies and private sector companies 
should be obliged to have their PIAs audited by an independent third 
party?
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No,	  we	  think	  both	  government	  ins@tu@ons	  and	  private	  enterprises	  will	  be	  
able	  to	  conduct	  PIAs	  themselves	  at	  an	  acceptable	  level.	  Ordinary	  IT-‐risk	  
assessments	  are	  not	  audited,	  and	  it	  is	  not	  thinkable	  to	  establish	  requirements 	  
for	  third	  par@es	  to	  be	  authorised	  to	  audit	  –	  and	  to	  approve	  or	  the	  opposite	  –	  
PIAs	  conducted	  by	  private	  enterprises	  an	  (especially)	  government	  agencies	  in	  
Denmark.	  If	  the	  PIAs	  are	  not	  sa@sfactory	  conducted,	  the	  new	  regula@on	  
includes	  the	  possibility	  of	  imposing	  fines.

13. Do you view PIAs and prior checking as complementary?

No,	  we	  do	  not	  consider	  too	  much	  control	  as	  appropriate.

14. Do you think if an organisation conducts a PIA and sends the PIA 
report to the DPA that prior checking (Art 20 the EU Data Protection 
Directive) should be unnecessary?

Yes.	  The	  DPAs	  do	  not	  have	  capacity	  to	  check	  PIAs	  in	  due	  @me	  prior	  to	  
processing	  data.	  At	  the	  moment	  checking	  the	  enterprises’	  no@fica@ons	  does	  
not	  work	  properly	  due	  to	  the	  lack	  of	  the	  DPAs’	  capacity.	  This	  situa@on	  is	  not	  
expected	  to	  improve	  in	  the	  future.

15. Do you think government agencies should be obliged to publish their 
PIAs on their websites?

Yes	  -‐	  a	  good	  idea	  and	  relates	  to	  the	  principle	  of	  transparency	  in	  the	  coming	  
ISO	  29100	  and	  be	  a	  supplement	  to	  the	  agency’s	  privacy	  policy.

16. Do you think a company should be obliged to publish their PIAs on 
their company’s website?

Yes,	  that	  is	  a	  good	  idea	  and	  relates	  to	  the	  principle	  of	  transparency	  in	  the	  
coming	  ISO	  29100	  and	  a	  supplement	  to	  the	  company’s	  privacy	  policy.

17. Do you think government agencies and companies should be 
obliged to consult external stakeholders in the conduct of a PIA?

No,	  we	  do	  not	  think	  consul@ng	  external	  stakeholders	  should	  be	  an	  obliga@on,	  
but	  coopera@on	  on	  a	  voluntary	  basis	  is	  a	  very	  good	  idea.

18. Do you think that customers and/or citizens will be more trusting of a 
company or government agency that has conducted a PIA?
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We	  think	  that	  a	  minority	  of	  customers	  or	  ci@zens	  will	  read	  and	  in	  some	  way	  
or	  the	  other	  respond	  to	  published	  PIAs,	  but	  we	  do	  not	  expect	  the	  majority	  to	  
do	  so.	  In	  Denmark	  the	  Agency	  is	  running	  awareness	  campaigns	  each	  year,	  
and	  it	  has	  been	  experienced	  that	  it	  is	  necessary	  to	  keep	  the	  campaigns	  very	  
simple.	  It	  is	  well	  known	  that	  most	  users	  of	  e.g.	  freeware	  do	  not	  read	  the	  
license	  condi@ons	  before	  marking	  a	  check	  box.

19. Do you think there should be a central registry of PIAs, i.e., a single 
website where one can find all of the PIAs conducted by government 
agencies? 

If	  PIAs	  can	  be	  found	  on	  each	  agency’s	  own	  web	  site,	  it	  should	  not	  be	  
necessary	  to	  establish	  and	  keep	  a	  special	  website	  updated.	  We	  do	  not	  
believe	  that	  the	  exis@ng	  registry	  on	  the	  Danish	  PDA’s	  website	  is	  used	  by	  
many	  ci@zens	  or	  customers	  at	  all.

Of	  course	  it	  may	  be	  easier	  for	  an	  individual	  to	  overview	  all	  kinds	  of	  PIAs,	  
but	  it	  will	  not	  tell	  the	  individual	  very	  much	  about	  whether	  her	  or	  his	  data	  
are	  being	  processed	  in	  a	  specific	  system	  or	  not.

20. Do you have any other comments about PIAs that might be helpful 
for us in understanding how easy or difficult it might be to introduce 
a PIA policy in your country?

We	  do	  not	  expect	  that	  it	  will	  be	  difficult	  to	  introduce	  a	  PIA	  policy	  in	  Denmark.	  
The	  interest	  in	  protec@ng	  the	  ci@zens’	  personal	  data	  or	  privacy	  rights	  
protected	  is	  common	  all	  over.	  The	  Agency	  is	  planning	  to	  develop	  a	  general	  
methodology	  based	  on

• Simplicity
• Elements	  known	  from	  other	  assessment	  methodologies
• Concepts	  from	  OECD	  and	  the	  European	  Council	  
• Relevance	  in	  a	  Danish	  context
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FINLAND

1. Which of the following factors might affect the introduction of a PIA 
policy in your country:

 • Opposition from within the data protection authority (perhaps 
because of fears that it will generate more work for which the DPA is 
already inadequately resourced)?

No. The Finnish DPA is fully committed to the PIA.

• Opposition from within the government (perhaps because the 
government is trying to reduce the amount of regulation rather than 
trying to increase it)?

No. The relevant ministries are committed to the PIA.

• Opposition from the private sector (perhaps because they are 
opposed to more regulation)?

Unlikely. There seems to be a common understanding that PIA is the 
lightweight alternative to more traditional regulation.

2.Do you have concerns that a PIA might cost too much, take too much 
time, might slow down the development of a new project or 
technology or service?

We believe that with careful planning the cost and effort needed to 
conduct a PIA will be acceptable for most stakeholders.

3.Do you think the benefits of a PIA – in terms of identifying privacy risks 
and finding ways to avoid or minimise those risks – outweigh the 
costs of undertaking the PIA?

Yes, without a doubt.
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4.Do you have concerns that there might be a shortage of people with 
enough training to conduct a PIA or to audit a PIA?

No. With careful planning most stakeholders should be able to conduct 
a PIA by themselves.

5.Do you think there should be a harmonised PIA policy across all 
Member States?

In order to promote free movement of trade and services between the 
member states the PIA policy should be unambiguous and (preferably) 
universal.

6.Do you think there should be a harmonised PIA methodology across 
all Member States (i.e., that the way in which PIAs are undertaken 
should be structured in more or less the same way)?

The methodology should be harmonised along with the policies. Office 
of the Data Protection Ombudsman

7.Do you think a PIA should address all types of privacy (privacy of 
personal information, privacy of behaviour, privacy of location, 
privacy of the person, etc.) or only privacy of information (data 
protection)?

We think that we should concentrate on data protection for now.

8.Do you think PIAs could help policy-makers and other stakeholders 
address issues such as children’s privacy rights, surveillance, 
Internet challenges and privacy-enhancing technologies (PETs)?

Possibly. It is too early to say.

9.Do you think PIAs should be mandatory for both government agencies 
and private sector companies?

While we think that conducting PIAs is in the best interests of the 
relevant stakeholders we think it is too early to say if the procedure 
should become mandatory.

10.Do you think a PIA conducted in one Member State should be 
recognised in another Member State?

As long as the policies and methodologies are harmonized the PIAs 
should be recognized between the member states as far as possible 
within boundaries of the applicable national law.

11.Do you think that government agencies and private sector companies 
should be obliged to send a copy of the PIA report to the Data 
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Protection Authority before initiating a project, before putting a 
new product or technology on the market or before introducing a 
new service?

Yes, at least during the first few years so that sufficient amount of 
sample material can be gathered to be used to enhance the process.

12.Do you think government agencies and private sector companies 
should be obliged to have their PIAs audited by an independent 
third party?

No. At least not at this stage.

13.Do you view PIAs and prior checking as complementary?

Yes.

14.Do you think if an organisation conducts a PIA and sends the PIA 
report to the DPA that prior checking (Art 20 the EU Data 
Protection Directive) should be unnecessary?

No, if the PIA includes the information mandated by the national 
implementation of Art 20.

15.Do you think government agencies should be obliged to publish their 
PIAs on their websites?

Office of the Data Protection Ombudsman
We believe that it should be possible to refine the contents of PIAs so 
that they can be displayed publicly in the same manner as the registry 
files.

16.Do you think a company should be obliged to publish their PIAs on 
their company’s website?

The same as the previous answer.

17.Do you think government agencies and companies should be obliged 
to consult external stakeholders in the conduct of a PIA?

No.

18.Do you think that customers and/or citizens will be more trusting of a 
company or government agency that has conducted a PIA?

Yes, without a doubt.

63 PIAF Deliverable D2



19.Do you think there should be a central registry of PIAs, i.e., a single 
website where one can find all of the PIAs conducted by 
government agencies?

There should be a common convention for storing and distributing the 
PIAs but we do not think a central registry would be necessary.

20.Do you have any other comments about PIAs that might be helpful 
for us in understanding how easy or difficult it might be to 
introduce a PIA policy in your country?

The RFID Lab Finland (http://www.rfidlab.fi) has already produced a 
sample PIA template for the RFID industry which has been well received 
by the stakeholders in Finland.
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FRANCE

Commission nationale de l'informatique et des libertés

1 Which of the following factors might affect the introduction of a PIA 
policy in your country:

o Opposition from within the data protection authority (perhaps 
because of fears that it will generate more work for which the 
DPA is already inadequately resourced)?

o Opposition from within the government (perhaps because the 
government is trying to reduce the amount of regulation rather 
than trying to increase it)?

o Opposition from the private sector (perhaps because they are 
opposed to more regulation)?

o Other (please explain).

If PIAs are simply a new layer of regulation, they will be seen as a 
burden to many stakeholders including regulators themselves. On the 
other hand if they allow to streamline the interaction between the private 
sector or the government and the data protection authorities, they will 
be a benefit for all. 

2 Do you have concerns that a PIA might cost too much, take too 
much time, might slow down the development of a new project or 
technology or service?

A good quality PIA adds some workload in the development of a 
project. But the absence of a PIA may cost more in the long run, as 
fixing a privacy defect in a product or a service after it has been 
developed usually costs much more, and brings less satisfactory results. 

3 Do you think the benefits of a PIA – in terms of identifying privacy 
risks and finding ways to avoid or minimise those risks – outweigh 
the costs of undertaking the PIA?

Yes. See previous answer. 
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4 Do you have concerns that there might be a shortage of people with 
enough training to conduct a PIA or to audit a PIA?

This will not only depend on people, but also to a large extent on the 
methodology and the quality of the documents associated. The 
complexity of a PIA should be proportionate to the risk and the 
complexity of the project being examined.

Our current experience with the European RFID PIA Framework shows 
that there are very different levels of maturity among stakeholders 
regarding PIAs. Some PIAs are of high quality while others needed 
support and advice from the data protection authority to reach an 
acceptable level of quality.

5 Do you think there should be a harmonised PIA policy across all 
Member States? 

Yes. When possible there should be a harmonized policy across all 
member states.

6 Do you think there should be a harmonised PIA methodology across 
all Member States (i.e., that the way in which PIAs are undertaken 
should be structured in more or less the same way)?

Yes. A harmonized methodology should be adopted across Member 
States. This harmonized approach needs to be a true “methodology” in 
the sense that it should not merely be a conformance test (e.g. ticking 
boxes) but a real risk management approach. 

A common methodology allows sharing a common terminology and 
common criteria among actors and regulators in member states. This 
will facilitate cross border cooperation between authorities and simplify 
the tasks of companies that are established in several member states.

7 Do you think a PIA should address all types of privacy (privacy of 
personal information, privacy of behaviour, privacy of location, 
privacy of the person, etc.) or only privacy of information (data 
protection)?

This distinction is irrelevant in Europe: Privacy of information or data 
protection as defined in European regulations includes all types of 
privacy, including location, behaviour, political opinions, etc.

A PIA should cover all aspects of privacy that are relevant to the 
product or service considered.

8 Do you think PIAs could help policy-makers and other stakeholders 
address issues such as children's privacy rights, surveillance, Internet 
challenges and privacy-enhancing technologies (PETs)?
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PIAs can help promote best practices and innovation in privacy and 
security of information systems to the benefit of all stakeholders. They 
can also contribute to better dialogue between regulators and other 
stakeholders.

9 Do you think PIAs should be mandatory for both government 
agencies and private sector companies?

Yes. There is no reason to make any distinction.

10 Do you think a PIA conducted in one Member State should be 
recognised in another Member State?

If different member states adopt different standards and 
methodologies, there will be no incentive for mutual recognition. 

However, if a common and recognized PIA methodology is defined 
across Europe, a PIA conducted in one Member State should be 
recognised in another Member State. A translation of the PIA in the 
Member state’s language should nevertheless be made available to the 
competent authority in each member state where data subjects are 
concerned by the product or service. 

11 Do you think that government agencies and private sector 
companies should be obliged to send a copy of the PIA report to the 
Data Protection Authority before initiating a project, before putting a 
new product or technology on the market or before introducing a 
new service?

Yes. At the very least, government agencies and private sector 
companies should be obliged to notify the competent that a PIA has 
been conducted and that it is immediately available to the authority 
upon request. This notification should summarize the key points of the 
PIA and should be transmitted to the authority at a reasonable time 
before the product or the service hits the market, in order to give the 
authority the possibility to react and ask for adjustments if needed.

This has several benefits:

• It reinforces the assurance that a PIA was conducted, in case of 
legal challenges.

• It allows competent authorities to examine in detail some PIAs, 
which present a particular risk for individuals.

• It allows competent authorities to learn and disseminate new 
advances in privacy enhancing technologies (PETs) and best 
practices that apply to data processing, to the benefit of the 
community.
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12 Do you think government agencies and private sector companies 
should be obliged to have their PIAs audited by an independent third 
party?

This should not be obligatory. It would only make sense in very complex 
projects.

13 Do you view PIAs and prior checking as complementary?

Conducting a PIA and submitting the result to the authority for review 
could be regarded as equivalent to a prior check in many regards. 
Currently the DPAs which conduct a prior check essentially perform a 
task that is equivalent to a privacy impact assessment, with a few 
additional legal checks. For practical purposes, a good quality PIA 
would thus allow DPAs to streamline any required prior check.

The challenge is to assure that the PIA is conducted with a sufficient 
level of quality. 

14 Do you think if an organisation conducts a PIA and sends the PIA 
report to the DPA that prior checking (Art 20 the EU Data Protection 
Directive) should be unnecessary?

No, but if a PIA is conducted rigorously and if it is submitted for review 
by the DPA, it facilitates / simplifies the prior check. The authority should 
still have the possibility to block data processings that have not 
produced a satisfactory PIA, either because the conclusions of the PIA 
show a significant risk or because the PIA methodology was not applied 
correctly.

15 Do you think government agencies should be obliged to publish their 
PIAs on their websites?

Publishing a fully detailed PIA on a website can be very problematic as it 
can reveal proprietary information and/or security weaknesses in a 
product or a service. Members and staff of the supervisory authority 
who review PIAs are subject to a duty of professional secrecy with 
regard to confidential information to which they have access. By 
definition, such restriction does not apply to the general public.

However, a summary of the key points and the conclusion of the PIA 
process should be published on the website, including the residual risks 
that have been accepted by the data controller. 

16 Do you think a company should be obliged to publish their PIAs on 
their company’s website?

See answer to question 15 
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17 Do you think government agencies and companies should be 
obliged to consult external stakeholders in the conduct of a PIA?

Such an obligation makes sense especially for products and services 
that will necessarily affect a specific category of people in everyday life: 
employees, hospital patients, public transport users, etc. 

18 Do you think that customers and/or citizens will be more trusting of a 
company or government agency that has conducted a PIA?

Conducting a PIA will not alone bring trust from consumer and citizens. 
Trust will only be enabled if citizens and/or consumers are confident that 
these PIAs are done seriously, reviewed independently, and that 
additional data protection safeguards (e.g. data breach notification, 
etc.) are implemented. In this regard, data protection authorities have an 
important role to play.

19 Do you think there should be a central registry of PIAs, i.e., a single 
website where one can find all of the PIAs conducted by government 
agencies? 

No opinion.

20 Do you have any other comments about PIAs that might be helpful 
for us in understanding how easy or difficult it might be to introduce 
a PIA policy in your country?
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GERMANY

1. Which of the following factors might affect the introduction of a PIA 
policy in your country:

• Opposition from within the data protection authority (perhaps 
because of fears that it will generate more work for which the 
DPA is already inadequately resourced)?

Some of the smaller authorities in the 16 German Länder will have 
difficulties with this additional task because they are severely under-
resourced. However, I believe that the introduction of a 
comprehensive PIA policy could in fact support the work of the 
authorities if it’s done intelligently.

• Opposition from within the government (perhaps because the 
government is trying to reduce the amount of regulation rather 
than trying to increase it)?

 
Our current government is likely to oppose such a move on these 
grounds.

• Opposition from the private sector (perhaps because they are 
opposed to more regulation)?

Some opposition is likely from this side. However, an intelligent 
solution could gain support from the private sector as well.
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2. Do you have concerns that a PIA might cost too much, take 
too much time, might slow down the development of a new project or 
technology or service?

I do not share these concerns. This is particularly true if the PIA 
policy coincides with the data protection impact assessment 
foreseen by Art. 33 of the Draft General Data Protection Regulation 
which follows a concept contained in German law. This has not led 
to any considerable complains as to excessive costs, time 
consumption etc. in our country.

3. Do you think the benefits of a PIA – in terms of identifying 
privacy risks and finding ways to avoid or minimise those risks – 
outweigh the costs of undertaking the PIA?

Yes.

4. Do you have concerns that there might be a shortage of 
people with enough training to conduct a PIA or to audit a PIA?

This may be a problem in countries which so far have neither the 
concept of PIA nor data protection officers in their national law. It 
will not be a problem in Germany. In addition it could even create 
jobs (even where it is a new concept).

5. Do you think there should be a harmonised PIA policy across 
all Member States?

Yes, this could be helpful, at least with regard to specific sectors of 
industry or public administration.
 

6. Do you think there should be a harmonised PIA methodology 
across all Member States (i.e., that the way in which PIAs are 
undertaken should be structured in more or less the same way)?

Yes.

71 PIAF Deliverable D2



7. Do you think a PIA should address all types of privacy (privacy 
of personal information, privacy of behaviour, privacy of location, 
privacy of the person, etc.) or only privacy of information (data 
protection)?

I would support a broad approach.

8. Do you think PIAs could help policy-makers and other 
stakeholders address issues such as children's privacy rights, 
surveillance, Internet challenges and privacy-enhancing technologies 
(PETs)?

Yes.

9. Do you think PIAs should be mandatory for both government 
agencies and private sector companies?

Yes, at least as far as “risky processing” in the sense of Art. 33 of 
the Draft Regulation is concerned.

10. Do you think a PIA conducted in one Member State should be 
recognised in another Member State?

Yes, that would be helpful, at least as long as there is no harmonised 
PIA policy in the EU.

11. Do you think that government agencies and private sector 
companies should be obliged to send a copy of the PIA report to the 
Data Protection Authority before initiating a project, before putting a 
new product or technology on the market or before introducing a new 
service?

Yes.

12. Do you think government agencies and private sector 
companies should be obliged to have their PIAs audited by an 
independent third party?
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I would rather see this as an option. In any event a third party audit 
should not prevent the independent supervisory authority from doing 
their own audit.

13. Do you view PIAs and prior checking as complementary?

Yes.

14. Do you think if an organisation conducts a PIA and sends the 
PIA report to the DPA that prior checking (Art 20 the EU Data Protection 
Directive) should be unnecessary?

Yes. I see Art. 33 of the Draft Regulation as an enlarged version and 
replacement for Art. 20 of the current Directive.

15. Do you think government agencies should be obliged to 
publish their PIAs on their websites?

Yes, in principle (unless there are material and convincing reasons to 
keep them secret).

16. Do you think a company should be obliged to publish their 
PIAs on their company’s website?

Yes, see previous answer.

17. Do you think government agencies and companies should be 
obliged to consult external stakeholders in the conduct of a PIA?

Not if they have the necessary expertise themselves.

18. Do you think that customers and/or citizens will be more 
trusting of a company or government agency that has conducted a PIA?

Yes.
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19. Do you think there should be a central registry of PIAs, i.e., a 
single website where one can find all of the PIAs conducted by 
government agencies? 

I would support this idea. 

20. Do you have any other comments about PIAs that might be helpful 
for us in understanding how easy or difficult it might be to introduce a 
PIA policy in your country?

No.
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HUNGARY

1.  Which of the following factors might affect the introduction of a PIA 
policy in your country:

Opposition from within the data protection authority (perhaps 
because of fears that it will generate more work for which the DPA is 
already inadequately resourced)?

Definitely not.

Opposition from within the government (perhaps because the 
government is trying to reduce the amount of regulation rather than 
trying to increase it)?

Opposition from the private sector (perhaps because they are 
opposed to more regulation).

2.  Do you have concerns that a PIA might cost too much, take too 
much time, might slow down the development of a new project or 
technology or service?

We believe that the benefits of a PIA outweigh the costs of 
undertaking it. We also have to consider that the regulations 
regarding the PIAs has to be simple, otherwise the PIAs could 
become an administrative burden, and the government agencies and 
private sector companies might see it as a time consuming 
procedure.

3.  Do you think the benefits of a PIA – in terms of identifying privacy 
risks and finding ways to avoid or minimise those risks – outweigh 
the costs of undertaking the PIA?

We firmly believe so. See answer No. 2.

4.  Do you have concerns that there might be a shortage of people with 
enough training to conduct a PIA or to audit a PIA?
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This might be an issue, but it could be handled if implementation will 
be made gradually.

5.  Do you think there should be a harmonised PIA policy across all 
Member States?

We believe that a harmonized PIA approach would be very beneficial.

6.  Do you think there should be a harmonised PIA methodology across 
all Member States (i.e., that the way in which PIAs are undertaken 
should be structured in more or less the same way)?

We believe that a harmonized PIA methodology would be very 
beneficial.

7.  Do you think a PIA should address all types of privacy (privacy of 
personal information, privacy of behaviour, privacy of location, 
privacy of the person, etc.) or only privacy of information (data 
protection)?

As a Data Protection Authority, we deal with data protection related 
issues. However, we consider personal data as any kind of 
information which can be related to a given person, no matter how 
indirect this connection is.  From this point of view all types of 
privacy issues have some data protection component. Benefits of a 
holistic approach should be considered carefully.

8.  Do you think PIAs could help policy-makers and other stakeholders 
address issues such as children's privacy rights, surveillance, Internet 
challenges and privacy-enhancing technologies (PETs)?

We think PIAs could definitely help to address those issues.

9.  Do you think PIAs should be mandatory for both government 
agencies and private sector companies?

The conditions when a PIA would be mandatory should be designed 
very carefully. We believe it should concentrate on control of the 
personal data concerning a wide scope of persons, or special data.

10.  Do you think a PIA conducted in one Member State should be 
recognised in another Member State?

This could be achieved if a harmonized approach to PIA is adopted 
and followed. See question No. 6.

11.  Do you think that government agencies and private sector 
companies should be obliged to send a copy of the PIA report to the 
Data Protection Authority before initiating a project, before putting a 
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new product or technology on the market or before introducing a 
new service?

This issue could be left to the discretion of Member States.

12.  Do you think government agencies and private sector companies 
should be obliged to have their PIAs audited by an independent third 
party?

This issue could be left to the discretion of Member States. From 1st 
of January 2013 the Hungarian National Authority for Data Protection 
and Freedom of Information will provide data protection audit as a 
service designed to provide high standard data protection and data 
security on control operations carried out or planned through the 
evaluation of professional standards defined and published by the 
Authority. The audit of PIAs could be implemented in this procedure.

13.  Do you view PIAs and prior checking as complementary?

The PIAs and prior checking definitely have several issues in common 
and they could be used complementary.

14.  Do you think if an organisation conducts a PIA and sends the PIA 
report to the DPA that prior checking (Art 20 the EU Data Protection 
Directive) should be unnecessary?

No, we think this currently largely depends on national legislation, 
however we would not support the mere sending of a PIA report 
eliminating prior checking, since prior checking involves a decision of 
the Data Protection Authority. The PIA report could therefore be only 
regarded as an input from a data controller which would be then 
analysed by the DPA in the process of prior checking (where 
applicable). Of course not all PIAs should lead to a prior checking.

15.  Do you think government agencies should be obliged to publish their 
PIAs on their websites?

We would very much support this idea.

16.  Do you think a company should be obliged to publish their PIAs on 
their company’s website?

We would very much support this idea.

17.  Do you think government agencies and companies should be 
obliged to consult external stakeholders in the conduct of a PIA?

This issue could be left to the discretion of Member States.
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18.  Do you think that customers and/or citizens will be more trusting of a 
company or government agency that has conducted a PIA?

Yes, we believe so.

19.  Do you think there should be a central registry of PIAs, i.e., a single 
website where one can find all of the PIAs conducted by government 
agencies?

This issue could be left to the discretion of Member States, since 
controlling and updating a registry might cost too much, take too 
much time.

20.  Do you have any other comments about PIAs that might be helpful 
for us in understanding how easy or difficult it might be to introduce 
a PIA policy in your country?
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IRELAND

1 Which of the following factors might affect the introduction of 
a PIA policy in your country:

o Opposition from within the data protection authority (perhaps 
because of fears that it will generate more work for which the 
DPA is already inadequately resourced)?

o Opposition from within the government (perhaps because the 
government is trying to reduce the amount of regulation rather 
than trying to increase it)?

o Opposition from the private sector (perhaps because they are 
opposed to more regulation)?

o Other (please explain).

Possible reluctance from all affected organisations if PIAs are 
introduced on a mandatory basis.

2 Do you have concerns that a PIA might cost too much, take too 
much time, might slow down the development of a new project or 
technology or service?

No, the Irish DPA actively encourages organisations to draw up PIAs 
during the lifetime of a project.

1 Do you think the benefits of a PIA – in terms of identifying privacy 
risks and finding ways to avoid or minimise those risks – outweigh 
the costs of undertaking the PIA?

Yes, the benefits should outweigh the costs

2 Do you have concerns that there might be a shortage of people with 
enough training to conduct a PIA or to audit a PIA?

No, personnel assigned data protection responsibilities who have 
received general data protection training and experience should not 
encounter too much difficulty in conducting a privacy impact 
assessment.
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3 Do you think there should be a harmonised PIA policy across all 
Member States? 

As member states operate in different environments it would be possibly 
be too time-consuming attempting to achieve complete consensus.

4 Do you think there should be a harmonised PIA methodology across 
all Member States (i.e., that the way in which PIAs are undertaken 
should be structured in more or less the same way)?

Some sample methodologies would be welcome as options for 
consideration. 

5 Do you think a PIA should address all types of privacy (privacy of 
personal information, privacy of behaviour, privacy of location, 
privacy of the person, etc.) or only privacy of information (data 
protection)?

All types of privacy.

6 Do you think PIAs could help policy-makers and other stakeholders 
address issues such as children's privacy rights, surveillance, Internet 
challenges and privacy-enhancing technologies (PETs)?

Yes.

7 Do you think PIAs should be mandatory for both government 
agencies and private sector companies?

No, but the Irish DPA currently actively encourage organisations to draw 
up PIAs during the lifetime of a project.

8 Do you think a PIA conducted in one Member State should be 
recognised in another Member State?

Perhaps

9 Do you think that government agencies and private sector 
companies should be obliged to send a copy of the PIA report to the 
Data Protection Authority before initiating a project, before putting a 
new product or technology on the market or before introducing a 
new service?

No

10 Do you think government agencies and private sector companies 
should be obliged to have their PIAs audited by an independent third 
party?
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No

11 Do you view PIAs and prior checking as complementary?

Yes

12 Do you think if an organisation conducts a PIA and sends the PIA 
report to the DPA that prior checking (Art 20 the EU Data Protection 
Directive) should be unnecessary?

No

13 Do you think government agencies should be obliged to publish their 
PIAs on their websites?

Not obliged, but seen as best practice.

14 Do you think a company should be obliged to publish their PIAs on 
their company’s website?

Not obliged, but seen as best practice.

15 Do you think government agencies and companies should be 
obliged to consult external stakeholders in the conduct of a PIA?

No

16 Do you think that customers and/or citizens will be more trusting of a 
company or government agency that has conducted a PIA?

Perhaps

17 Do you think there should be a central registry of PIAs, i.e., a single 
website where one can find all of the PIAs conducted by government 
agencies? 

Yes, that would be a useful resource.

18 Do you have any other comments about PIAs that might be helpful 
for us in understanding how easy or difficult it might be to introduce 
a PIA policy in your country?

The IRISH DPA produced a guidance note entitled ‘Biometrics in 
Schools, Colleges and other Educational Institutions’ which contains a 
detailed reference to the need for a privacy impact assessment to be 
conducted when considering introducing biometric attendance systems- 
see Section 8- http://www.dataprotection.ie/docs/
Biometrics_in_Schools,_Colleges_and_other_Educational_Instit/409.htm
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Also, the Irish DPA produced a Data Protection Audit Resource in 2009. 
In one of the appendices to this guidance (8.1, p.19) a list of ‘Sample 
Illustrative Audit Questions’ is  featured. The questions include a 
reference to PIAs under the heading ‘Project Management Activities’ – 
see http://www.dataprotection.ie/documents/enforcement/
AuditResource.pdf
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LITHUANIA

1. Which of the following factors might affect the introduction of a PIA 
policy in your country:

• Opposition from within the data protection authority (perhaps 
because of fears that it will generate more work for which the DPA is 
already inadequately resourced)?

It depends on a work contribution (input), which the State Data 
Protection Inspectorate (hereinafter – SDPI) will have to take in a PIA 
policy introduction/implementation. If work input of SDPI should be 
important (big), of course, we have fears, that it will require more 
financial and human resources and will generate more work for which 
the SDPI is already inadequately resourced.

• Opposition from within the government (perhaps because the 
government is trying to reduce the amount of regulation rather than 
trying to increase it)?

The Government of the Republic of Lithuania (hereinafter – Government) 
is trying to reduce the amount of regulation in Lithuania rather than 
trying to increase it, therefore it is important, that PIA should bring more 
benefits than additional bureaucratic burdens. 

• Opposition from the private sector (perhaps because they are 
opposed to more regulation)?

As it was mentioned above, if PIA would bring more benefits for the 
private sector than additional bureaucratic burdens (regulations), then 
there should be no opposition from the private sector 

2. Do you have concerns that a PIA might cost too much, take too 
much time, might slow down the development of a new project or 
technology or service?

Yes, we have concerns, that a PIA might be related with additional 
expenses and may require allocate human resources so it might slow 
down the development of a new project or technology or service, 
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therefore we think that a very careful and professional preparatory work 
(involving discussions of how to reduce costs, time etc.) must be done 
to avoid it

3. Do you think the benefits of a PIA – in terms of identifying privacy 
risks and finding ways to avoid or minimise those risks – outweigh 
the costs of undertaking the PIA?

We think that the benefits of a PIA are obvious, therefore institutions 
(government agencies and private sector companies), which have 
financial capacity, should do it.

4. Do you have concerns that there might be a shortage of people with 
enough training to conduct a PIA or to audit a PIA?

Yes, we have concerns, that now there might be a shortage of people 
with enough training to conduct a PIA or to examine a PIA, but it is just a 
matter of time to resolve this problem (to prepare qualified personnel 
etc.).

5. Do you think there should be a harmonised PIA policy across all 
Member States? 

Yes, we strongly support the idea, that there should be a harmonised 
PIA policy across all Member States.

6. Do you think there should be a harmonised PIA methodology across 
all Member States (i.e., that the way in which PIAs are undertaken 
should be structured in more or less the same way)?

Yes, we think, that to have a harmonised PIA methodology across all 
Member States is more useful than having different methodologies, 
because Member States can help each other by sharing their 
experience, examples of good practise, they can change the information 
about the data breaches etc.   

7. Do you think a PIA should address all types of privacy (privacy of 
personal information, privacy of behaviour, privacy of location, 
privacy of the person, etc.) or only privacy of information (data 
protection)?

Yes, PIA should address all types of privacy (privacy of personal 
information, privacy of behaviour, privacy of location, privacy of the 
person etc.), because it is better to involve more privacy spheres to 
have detailed and safety project, where all possible risks would be 
assessed.

8. Do you think PIAs could help policy-makers and other stakeholders 
address issues such as children's privacy rights, surveillance, Internet 
challenges and privacy-enhancing technologies (PETs)?
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Yes, PIAs could help policy makers and other stakeholders address 
issues such as children’s privacy, surveillance, internet challenges and 
privacy-enhancing technologies (PETs)

9. Do you think PIAs should be mandatory for both government 
agencies and private sector companies?

PIAs should not be mandatory for government agencies, also as for 
private sector companies, because such binding would have dire 
consequences for companies/agencies, which do not have enough 
financial and human resources.

10. Do you think a PIA conducted in one Member State should be 
recognised in another Member State?

A PIA, conducted in one Member State, cannot be recognized in 
another one because of different legislation in Member States.

11. Do you think that government agencies and private sector 
companies should be obliged to send a copy of the PIA report to the 
Data Protection Authority before initiating a project, before putting a 
new product or technology on the market or before introducing a 
new service?

No, it should not be obligatory.

12. Do you think government agencies and private sector companies 
should be obliged to have their PIAs audited by an independent third 
party?

It is better when government agencies and private sector companies 
have their PIAs, audited by an independent third party, but we don’t 
think that it should be mandatory, because it can be too big financial 
burden for the companies/agencies, which don’t have enough financial 
capacity for this. 

13. Do you view PIAs and prior checking as complementary?

PIAs and prior checking complement each other only partially, because 
the aims, procedures, methodologies, filling forms of them are different, 
but in order to reduce the burden on business, there should be some 
benefits, facilitations for the companies, registering as data controllers, 
if they have already done PIA.

14. Do you think if an organisation conducts a PIA and sends the PIA 
report to the DPA that prior checking (Art 20 the EU Data Protection 
Directive) should be unnecessary?

See answer 13.
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15. Do you think government agencies should be obliged to publish their 
PIAs on their websites?

Governmental institutions should be obliged to publish their PIAs on 
their websites.

16. Do you think a company should be obliged to publish their PIAs on 
their company’s website?

It would be better if companies publish their PIAs on their company’s 
websites, but it should not be mandatory – we think that companies 
should have a right to decide themselves put it or not.

17. Do you think government agencies and companies should be 
obliged to consult external stakeholders in the conduct of a PIA?

Taking into account a fact, that these consultations cost, government 
agencies and private companies should be free to decide themselves to 
consult external stakeholders or not.

18. Do you think that customers and/or citizens will be more trusting of a 
company or government agency that has conducted a PIA?

Yes

19. Do you think there should be a central registry of PIAs, i.e., a single 
website where one can find all of the PIAs conducted by government 
agencies? 

It could be useful to have such central registry of PIAs, but it depends 
on lots of factors, such as financial capacity, political decisions etc.

20. Do you have any other comments about PIAs that might be helpful 
for us in understanding how easy or difficult it might be to introduce 
a PIA policy in your country?

A success of introduction of PIA policy depends on a preparatory stage, 
which includes dissemination of information through media, 
conferences, also it depends a lot on financial capacity/funding, 
preparation of qualified specialists etc.
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LUXEMBOURG

Commission Nationale pour la Protection des Données

1 Which of the following factors might affect the introduction of a PIA 
policy in your country:

o Opposition from within the data protection authority (perhaps 
because of fears that it will generate more work for which the 
DPA is already inadequately resourced)?

o Opposition from within the government (perhaps because the 
government is trying to reduce the amount of regulation rather 
than trying to increase it)?

o Opposition from the private sector (perhaps because they are 
opposed to more regulation)? 

o Other (please explain).

(Cost, time factor, flexibility, complexity, etc.)
  

2 Do you have concerns that a PIA might cost too much, take too 
much time, might slow down the development of a new project or 
technology or service? 

Yes – if start-ups, small & medium companies

3 Do you think the benefits of a PIA – in terms of identifying privacy 
risks and finding ways to avoid or minimise those risks – outweigh 
the costs of undertaking the PIA? 

Yes – if considering projects of a certain scale

4 Do you have concerns that there might be a shortage of people with 
enough training to conduct a PIA or to audit a PIA? 
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Yes – (especially Luxembourg)

5 Do you think there should be a harmonised PIA policy across all 
Member States? 

Yes

6 Do you think there should be a harmonised PIA methodology across 
all Member States (i.e., that the way in which PIAs are undertaken 
should be structured in more or less the same way)? 

Yes

7 Do you think a PIA should address all types of privacy (privacy of 
personal information, privacy of behaviour, privacy of location, 
privacy of the person, etc.) or only privacy of information (data 
protection)? 

 All types

8 Do you think PIAs could help policy-makers and other stakeholders 
address issues such as children's privacy rights, surveillance, Internet 
challenges and privacy-enhancing technologies (PETs)? 

Yes

9 Do you think PIAs should be mandatory for both government 
agencies and private sector companies?

 Only private sector

10 Do you think a PIA conducted in one Member State should be 
recognised in another Member State?

 Yes – if harmonised policies and methodologies (cf. questions 5&6)

11 Do you think that government agencies and private sector 
companies should be obliged to send a copy of the PIA report to the 
Data Protection Authority before initiating a project, before putting a 
new product or technology on the market or before introducing a 
new service? 

Yes

12 Do you think government agencies and private sector companies 
should be obliged to have their PIAs audited by an independent third 
party?

 No
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13 Do you view PIAs and prior checking as complementary?  

Yes

14 Do you think if an organisation conducts a PIA and sends the PIA 
report to the DPA that prior checking (Art 20 the EU Data Protection 
Directive) should be unnecessary?  

Yes

15 Do you think government agencies should be obliged to publish their 
PIAs on their websites?

 No (cf. answer 9)

16 Do you think a company should be obliged to publish their PIAs on 
their company’s website?

 Yes (more transparency)

17 Do you think government agencies and companies should be 
obliged to consult external stakeholders in the conduct of a PIA?  

No

18 Do you think that customers and/or citizens will be more trusting of a 
company or government agency that has conducted a PIA?  

Yes 

19 Do you think there should be a central registry of PIAs, i.e., a single 
website where one can find all of the PIAs conducted by government 
agencies?  

No (cf. answer 9)

20 Do you have any other comments about PIAs that might be helpful 
for us in understanding how easy or difficult it might be to introduce 
a PIA policy in your country?
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THE NETHERLANDS

1. Which of the following factors might affect the introduction of a PIA 
policy in your country: 

- Opposition from within  the  data  protection  authority  (perhaps  
because  of  fears that it will generate more work for which the 
DPA is already inadequately resourced)? 

- Opposition from within the government (perhaps because the 
government is trying to reduce the amount of regulation rather 
than trying to increase it)? 

- Opposition from the private sector (perhaps because they are 
opposed to more regulation)? 

- Other (please explain).
 

The Dutch DPA is not in favour of requiring data controllers to send in 
PIA reports, since the focus of its activities is on ex post investigation. 
Also, an obligation to send PIA reports to the DPA may create the 
incorrect expectation that the DPA validates every PIA report that it 
receives, and the incorrect assumption that a lack of response from 
the DPA means approval.  

Administrative burden reduction and deregulation are important policy 
items in Dutch politics, so the obligation to send in a PIA report to the 
DPA would be expected to meet with resistance from both the 
government and the private sector.

2. Do you have concerns that a PIA might cost too much, take too much 
time, might slow down the development of a new project or technology or 
service?

No. Developing a new project or service or technology for processing 
data involves thinking about the privacy aspects anyway.  A PIA is just 
a way to frame that thinking.  It’s therefore not likely that a PIA would 
cause a controller to spend more time or money to handle privacy 
issues.

3. Do you think the benefits of a PIA – in terms of identifying privacy risks 

90 PIAF Deliverable D2



and finding ways to avoid or minimise those risks – outweigh the costs of 
undertaking the PIA?

A well-performed PIA will help the data controller to mitigate any 
privacy risks for the data subjects at the earliest possible stage. 
Mitigate privacy risks in an early stage, before the new technology or 
service is fully developed, will often be far less expensive than do so 
afterwards. On the other hand, in the case of a rather simple/small 
data processing, the costs and benefits of undertaking a PIA could 
get out of balance.  

4. Do  you  have  concerns  that  there  might  be  a  shortage  of  people  
with enough training to conduct a PIA or to audit a PIA?

We don’t have sufficient information to answer that question. But, the 
ideal situation would be that anyone with sufficient knowledge of the 
project or new technology or service would be able to perform a PIA.

5. Do you think there should be a harmonised PIA policy across all Member 
States?

Yes.

6. Do  you  think  there  should  be  a  harmonized PIA  methodology  
across all Member States (i.e., that  the  way  in  which PIAs  are  
undertaken  should  be  structured  in  more  or  less the same way) ? 

Yes.

7. Do  you  think  a  PIA  should  address  all  types  of  privacy  (privacy  of 
personal information, privacy  of  behaviour,  privacy  of  location,  privacy  
of  the  person,  etc.)  or only  privacy  of information (data protection)?

Ideally it should address all types of privacy.
 

8. Do  you  think  PIAs  could  help  policy-makers  and  other  
stakeholders  address  issues  such  as children’s  privacy  rights, 

surveillance,  Internet  challenges  and  privacy-enhancing technologies 
(PETs)?

Performing a PIA would be expected to help data controllers 
understand the risks of their data processing for children or other 
vulnerable groups of data subjects, and to become aware of 
unintended consequences like surveillance. Performing a PIA might 
also provide an impetus to the use of privacy enhancing technologies.

  9. Do  you  think  PIAs  should  be  mandatory for  both  government  
agencies  and  private sector companies?
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For both government agencies and private sector companies the 
same requirements should apply.

  10. Do you think a PIA conducted in one Member State should be 
recognised in another Member State?  

Yes. If, for instance, a private company undertakes a PIA before 
introducing a new technology in the Netherlands, that 
company should not be obliged to undertake another PIA when it 
decides to introduce the same technology in Belgium.

  11. Do you think that government agencies and private sector companies 
should be obliged to send  a  copy  of  the  PIA report  to  the  Data  
Protection  Authority  before  initiating  a  project, before putting a new 
product or technology on the market or before introducing a new service? 

No. Like mentioned before, the desired focus of the Dutch DPA is ex 
post investigation. The Dutch DPA therefore is not in favour of 
PIA reports being sent to the DPA’s. See also the answer to question 
1.

  12. Do you think government agencies and private sector companies 
should be obliged to have their PIAs audited by an independent third party?  

An audit by an independent third party might be useful, but this very 
much depends on the specific circumstances. An obligation to have all 
PIAs audited by a third party is too broad and may well lead to 
unnecessary costs.

  13. Do you view PIAs and prior checking as complementary? 

We see prior checking and PIAs as two different things. Prior checking 
is a legal obligation and is performed by an independent party (the 
DPA). A PIA is performed by, or sponsored by, the data controller.

14. Do you think if an organisation conducts a PIA and sends the PIA report 
to the DPA that prior checking (Art 20 the EU Data Protection Directive) 
should be unnecessary?  

No. Our national legislation (article 31 and 32 of the Dutch Data 
Protection Act, Wbp) prescribes prior checking by the data protection 
authority in certain circumstances. A PIA report might be useful to 
have as input for prior checking, but this needs to be decided by the 

DPA on a case---by---case basis.

15. Do you think government agencies should be obliged to publish their 
PIAs on their websites?
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No.  A PIA should be first and foremost an honest investigation that 
helps a data controller to mitigate privacy risks. An obligation to 
publish PIAs could affect the way a PIA is being undertaken or 
reported upon.  

16. Do you think a company should be obliged to publish their PIAs on their 
company’s website?

No.  A PIA should be first and foremost an honest investigation that 
helps a data controller to mitigate privacy risks. An obligation to 
publish PIAs could affect the way a PIA is being undertaken or 
reported upon.  

17. Do you think  government  agencies  and  companies  should  be  
obliged  to  consult external stakeholders in the conduct of a PIA?

In some cases it will be advisable that data controllers consult external 
stakeholders.  But, since every data processing is different, 
government agencies and private companies should not be obliged to 
consult external stakeholders in the conduct of every PIA. Such 
obligation could well lead to unnecessary costs.

18.  Do you think that customers and/or citizens will be more trusting of a 
company or government agency that has conducted a PIA?

Yes, probably.

19. Do you think there should be a central registry of PIAs, i.e., a single 
website where one can find all of the PIAs conducted by government 
agencies?  

A central website where one can find all voluntarily published PIAs 
might be a good idea.

20.  Do you have any other comments about PIAs that might be helpful for 
us in understanding how easy or difficult it might be to introduce a PIA 
policy in your country?  
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POLAND

1. Which of the following factors might affect the introduction of a PIA 
policy in your country: 

• Opposition from within the data protection authority (perhaps 
because of fears that it will generate more work for which the 
DPA is already inadequately resourced)?

• Opposition from within the government (perhaps because the 
government is trying to reduce the amount of regulation rather 
than trying to increase it)?

• Opposition from the private sector (perhaps because they are 
opposed to more regulation)?

• Other (please explain).

All factors named, may have influence. 

DPA The extension of the DPA competencies, including supervision over 
data processing in SIS and VIS, administrative enforcement as well as 
contribution to drafting of the new European data protection framework 
within the limits of the existing resources, both financial and human, has 
already caused some problems. Although, PIA is extremely important 
and has full support of our DPA. 

Private sector: each new legal obligation in the area of data protection 
curbs freedom of action of the enterprises. PIA in consequence, will 
force data controllers to self-control as regards legality of the data 
processing procedures created by them. 

Government: The process of law-making, having short deadlines and 
lacking public consultations may have negative influence. 
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2. Do you have concerns that a PIA might cost too much, take too 
much time, might slow down the development of a new project or 
technology or service?

Opinions on this one varies. There is some concern, that the cost will be 
high, it should be borne in mind however, that conducting PIA at the 
early stage of the project may limit potential losses, that could arise if 
data protection issues are not addressed. Nevertheless, question is 
difficult to answer at this point, due to the lack of information. 

3. Do you think the benefits of a PIA – in terms of identifying privacy 
risks and finding ways to avoid or minimise those risks – outweigh 
the costs of undertaking the PIA?

Yes, with some reservations though. Firstly, in short term benefits of PIA 
may be unnoticed in comparison with costs. Secondly, as stated above, 
more data is needed in order to give precise answer. 

4. Do you have concerns that there might be a shortage of people with 
enough training to conduct a PIA or to audit a PIA?

There may be some problems with shortage of well-trained people, 
although it is difficult to assess. Perhaps some guidelines on the matter, 
issued by Article 29 Working Party, will be useful. 

5. Do you think there should be a harmonised PIA policy across all 
Member States? 

Yes. It is especially important with relation to cross-border aspect of the 
services provided by internet, where efficient cooperation among all 
DPA’s is of critical importance. 

6. Do you think there should be a harmonised PIA methodology across 
all Member States (i.e., that the way in which PIAs are undertaken 
should be structured in more or less the same way)?

Yes. Reason is the same as in point 5.  

7. Do you think a PIA should address all types of privacy (privacy of 
personal information, privacy of behaviour, privacy of location, 
privacy of the person, etc.) or only privacy of information (data 
protection)?

Yes, addressing only one type could create loophole in data protection. 

8. Do you think PIAs could help policy-makers and other stakeholders 
address issues such as children's privacy rights, surveillance, Internet 
challenges and privacy-enhancing technologies (PETs)?
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Yes, it could also contribute to the recognition of threats, which could 
be helpful for establishing security policies. 

9. Do you think PIAs should be mandatory for both government 
agencies and private sector companies?

Yes, with special attention to government sector. 

10. Do you think a PIA conducted in one Member State should be 
recognised in another Member State?

Yes. It should not preclude however, possibility of conducting second 
PIA in other Member State in case of some deficiencies. Possibility of 
authorising of PIA by some European body, for instance EDPB, could 
also be considered.

11. Do you think that government agencies and private sector 
companies should be obliged to send a copy of the PIA report to the 
Data Protection Authority before initiating a project, before putting a 
new product or technology on the market or before introducing a 
new service?

Yes, especially in case of new products, technologies and services 
which are critical for privacy. In this context, due attention should be 
paid to capabilities of DPA. Perhaps introduction of fees for assessing 
PIA by DPA would help address the issue. 

12. Do you think government agencies and private sector companies 
should be obliged to have their PIAs audited by an independent third 
party?

Yes, under current circumstances it is inevitable, as DPA resources is 
insufficient. It would also contribute to improvement of the quality of 
PIA. It should not replace however, obligation of sending reports do 
DPA’s.

13. Do you view PIAs and prior checking as complementary?

Yes. Prior checking can give valuable input to PIA. 

14. Do you think if an organisation conducts a PIA and sends the PIA 
report to the DPA that prior checking (Art 20 the EU Data Protection 
Directive) should be unnecessary?

PIA should rather not exclude prior checking.  

15. Do you think government agencies should be obliged to publish their 
PIAs on their websites?
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Yes, issues related to the legally protected secrets should be taken into 
consideration though. 

16. Do you think a company should be obliged to publish their PIAs on 
their company’s website?

Yes, reason is the same as in 15. 

17. Do you think government agencies and companies should be 
obliged to consult external stakeholders in the conduct of a PIA?

Yes, it could contribute to better understanding between government 
agencies/ companies and stakeholders.

18. Do you think that customers and/or citizens will be more trusting of a 
company or government agency that has conducted a PIA?

Yes.  

19. Do you think there should be a central registry of PIAs, i.e., a single 
website where one can find all of the PIAs conducted by government 
agencies? 

Yes. 

20. Do you have any other comments about PIAs that might be helpful 
for us in understanding how easy or difficult it might be to introduce 
a PIA policy in your country?

There can be some problems due to insufficient resources of public 
bodies involved in PIA as well as with the cost incurred by private 
sector. 

We would also like to ask you for giving more information on PIA, 
including methodology what could be helpful in better understanding of 
the problem. 
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SLOVENIA

1. Which of the following factors might affect the introduction of a PIA 
policy in your country:

• Opposition from within the data protection authority (perhaps 
because of fears that it will generate more work for which the 
DPA is already inadequately resourced)?

• Opposition from within the government (perhaps because the 
government is trying to reduce the amount of regulation rather 
than trying to increase it)?

• Opposition from the private sector (perhaps because they are 
opposed to more regulation)?

• Other (please explain).

2. Do you have concerns that a PIA might cost too much, take too 
much time, might slow down the development of a new project or 
technology or service?

We believe that PIAs are indeed a useful risk management tool that can 
often mitigate privacy intrusive practices and data protection breaches. 
Our concerns are only limited in the sense that such tools must not 
become an administrative burden, therefore they should be designed 
carefully in order to maximize their benefits. 

We have mostly checked the UK approach and our opinion is that it is 
too complicated – the ICO Handbook itself is very long and 
complicated and we doubt whether the right balance between 
necessary inputs and outcomes is struck. We have seen on many 
occasions that too complicated approaches actually have a negative 
result therefore we would seek PIAs that are simple enough but still 
enough comprehensive and effective.

In so far we have decided to prepare short guidelines for PIAs (it is in 
essence a data-protection checklist) for eGovernment projects – it is 
available also in English:

98 PIAF Deliverable D2



http://www.ip-rs.si/fileadmin/user_upload/Pdf/smernice/PIA_in_e-
administration.pdf

We have decided to first cover this segment, since have seen some 
inappropriate practices that could have been avoided with PIAs, plus we 
have a particular provision on interconnection of databases in public 
sector.

3. Do you think the benefits of a PIA – in terms of identifying privacy 
risks and finding ways to avoid or minimise those risks – outweigh 
the costs of undertaking the PIA?

We firmly believe so - we have practical examples from our practice. 
One example was a large retail company wishing to upgrade their 
loyalty cards from ones that only gather bonus points to such a scheme 
that would keep data on all individual purchases (collecting data on 
purchasing habits). Following a meeting with the Commissioner, which 
may be regarded as an informal PIA, they have abandoned their plan to 
only inform their customers and presume their consent if the customer 
would not reply and decided to obtain customer’s consent through their 
“action” rather than mere inactivity. Had they not performed such an 
informal PIA (meeting) the retailer might be in a very difficult situation 
processing hundreds of thousand individuals’ personal data without 
valid consents.

We also have examples where not performing a PIA resulted in 
breaching the data protection law and several hundred thousand euros 
of costs in amending the software and procedures as well as a large 
amount of negative publicity.

We might find other examples of significant improvements or risk 
mitigation if necessary.

Again – if PIA is too complicated and too burdensome the benefits 
might not outweigh the resources.

4. Do you have concerns that there might be a shortage of people with 
enough training to conduct a PIA or to audit a PIA?

This might be an issue with small data controllers form both public and 
private sector.

5. Do you think there should be a harmonised PIA policy across all 
Member States? 

We believe that a harmonized PIA approach would be very beneficial, 
but as already stated it should be designed carefully in order to minimize 
the administrative burden and maximize risk mitigation. 
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6. Do you think there should be a harmonised PIA methodology across 
all Member States (i.e., that the way in which PIAs are undertaken 
should be structured in more or less the same way)?

Yes. Whether to have an overall PIA methodology or rather sector-
specific methodologies (e.g. RFID) should be explored further, but the 
general structure of PIAs could in our opinion be developed.

7. Do you think a PIA should address all types of privacy (privacy of 
personal information, privacy of behaviour, privacy of location, 
privacy of the person, etc.) or only privacy of information (data 
protection)?

We see no harm in addressing other types of privacy in the PIA, but we 
have to bear in mind that EU Data Protection authorities mostly deal 
(only) with privacy of information (data protection) and not with other 
areas of privacy as in e.g. Canada or Australia. In that view it might a bit 
problematic for DPAs to be involved in matters that are outside of their 
legal competences. 

8. Do you think PIAs could help policy-makers and other stakeholders 
address issues such as children's privacy rights, surveillance, Internet 
challenges and privacy-enhancing technologies (PETs)?

We certainly do and we only wish they were carried out more frequently.

9. Do you think PIAs should be mandatory for both government 
agencies and private sector companies?

The conditions when a PIA would be mandatory should be designed 
very carefully. In some circumstances we would definitely support a 
legal requirement to perform PIAs (e.g. in drafting legislation, policy-
making in the field of law enforcement or in vase of large-scale projects 
that will have substantial impact on protection of personal data).

10. Do you think a PIA conducted in one Member State should be 
recognised in another Member State?

This could be achieved if a harmonized approach to PIA is adopted and 
followed.

11. Do you think that government agencies and private sector 
companies should be obliged to send a copy of the PIA report to the 
Data Protection Authority before initiating a project, before putting a 
new product or technology on the market or before introducing a 
new service?

See our reply under 9. If the conditions when and who should send a 
PIA report to DPA are not meticulously set, the DPA might be 
overwhelmed with PIA reports thus not achieving their goal.
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12. Do you think government agencies and private sector companies 
should be obliged to have their PIAs audited by an independent third 
party?

As elaborated above – in some cases this could be made mandatory, 
but not adopted as a general rule.

13. Do you view PIAs and prior checking as complementary?

Our national data protection law currently stipulates prior checking in 
the field of biometrics, interconnection of databases in public sector 
and transfer of personal data to third countries. PIAs and prior checking 
definitely have several issues in common and they could be used 
complementary. 

14. Do you think if an organisation conducts a PIA and sends the PIA 
report to the DPA that prior checking (Art 20 the EU Data Protection 
Directive) should be unnecessary?

No, we think this currently largely depends on national legislation; 
however we would not support the mere sending of a PIA report 
eliminating prior checking, since prior checking involves a decision of 
the Data Protection Authority. The PIA report could therefore be only 
regarded as an input from a data controller which would be then 
analysed by the DPA in the process of prior checking (where 
applicable). Of course not all PIAs should lead to a prior checking.

15. Do you think government agencies should be obliged to publish their 
PIAs on their websites?

We would very much support this idea in order to increase transparency 
and public confidence, especially in the field of draft legislation 
proposals. We often see that no PIA was performed when we receive 
draft legislation proposals. In some fields PIAs are especially important, 
e.g. in cases such as data retention, body scanners and deliberations of 
other privacy-invasive measures.

16. Do you think a company should be obliged to publish their PIAs on 
their company’s website?

In our opinion this should be left to their discretion but still promoted as 
a good practice, noting that companies who strive to maintain a 
competitive edge could see it as a trust-building element. On the other 
side, many companies might not be inclined to publish PIAs since they 
may reveal too much information about them, including some negative 
information.

17. Do you think government agencies and companies should be 
obliged to consult external stakeholders in the conduct of a PIA?

101 PIAF Deliverable D2



This issue could be left to the discretion of Member States.

18. Do you think that customers and/or citizens will be more trusting of a 
company or government agency that has conducted a PIA?

See no.16. 

19. Do you think there should be a central registry of PIAs, i.e., a single 
website where one can find all of the PIAs conducted by government 
agencies? 

This is definitely an interesting idea. The effectiveness of it may largely 
depend on the level of harmonization of PIAs. If a high level of 
harmonization is achieved, such a central repository would be much 
easier to develop.

20. Do you have any other comments about PIAs that might be helpful 
for us in understanding how easy or difficult it might be to introduce 
a PIA policy in your country?

Please also see the attached reply to a Privacy International 
questionnaire (sent 30/9/2011).
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SPAIN

1.Which of the following factors might affect the introduction of a PIA 
policy in your country:

 • Opposition from within the data protection authority (perhaps 
because of fears that it will generate more work for which the DPA is 
already inadequately resourced)?

A PIA policy rightfully designed should not represent an excessive 
burden for a DPA in terms of need for new resources. A different 
question would be a DPA that is already inadequately resourced.

• Opposition from within the government (perhaps because the 
government is trying to reduce the amount of regulation rather than 
trying to increase it)?

Even though there is a trend in that direction (to reduce the amount of 
regulation) we would not expect opposition.

• Opposition from the private sector (perhaps because they are 
opposed to more regulation)?

Generally speaking, the private sector is well aware of its obligations 
under the data protection regulation. However, some kind of 
opposition might be expectable.

• Other (please explain).

1As a brand new tool, the lack of knowledge and the absence of 
enough expertise could affect the effective implementation of the tool.

2. Do you have concerns that a PIA might cost too much, take too 
much time, might slow down the development of a new project or 
technology or service?
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In most of the cases the impact of the PIA will be within an acceptable 
range and should not represent excessive burden for the responsible. 
However, for some stakeholders, namely SME’s, such an exercise 
could represent a significant burden. In that regard, some support 
should be offered by developing tools – PIA frameworks, software 
tools – at the disposal of the public.

3. Do you think the benefits of a PIA – in terms of identifying privacy 
risks and finding ways to avoid or minimise those risks – outweigh the 
costs of undertaking the PIA?

Yes, in almost all cases.

4. Do you have concerns that there might be a shortage of people 
with enough training to conduct a PIA or to audit a PIA?

Yes, but it would be corrected in the midterm.

5. Do you think there should be a harmonised PIA policy across all 
Member States?

A harmonised PIA policy should be a “must-have”.

6. Do you think there should be a harmonised PIA methodology 
across all Member States (i.e., that the way in which PIAs are 
undertaken should be structured in more or less the same way)?

It would be helpful, but it is not strictly needed. However, what should 
be harmonised offering the same structure / content is the final 
product; PIA reports should have a common structure in order to 
facilitate a good understanding of their content across the Member 
States.

7. Do you think a PIA should address all types of privacy (privacy of 
personal information, privacy of behaviour, privacy of location, privacy 
of the person, etc.) or only privacy of information (data protection)?

From a theoretical perspective, it would be highly advisable. However, 
the obligation for PIAs included in the proposal for a new data 
protection legal framework is related to privacy of information. For 
that reason, developments on PIAs should be primarily intended to 
address privacy of information issues.

8. Do you think PIAs could help policy-makers and other 
stakeholders address issues such as children's privacy rights, 
surveillance, Internet challenges and privacy-enhancing technologies 
(PETs)?

Yes, PIAs could be a useful tool.
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9. Do you think PIAs should be mandatory for both government 
agencies and private sector companies?

In principle yes, but it should be taken into account the possibility to 
provide for derogations when necessary.

10. Do you think a PIA conducted in one Member State should be 
recognised in another Member State?

Yes, subject to an adequate level of harmonisation at EU level (check 
5 and 6)

11. Do you think that government agencies and private sector 
companies should be obliged to send a copy of the PIA report to the 
Data Protection Authority before initiating a project, before putting a 
new product or technology on the market or before introducing a new 
service?

On a general basis, PIA reports should be at disposal and should be 
made available to the Data Protection Authorities when requested. 
Having said that, in some cases related to data processing involving a 
high level of risk, it could be envisaged the proposed policy.

12. Do you think government agencies and private sector companies 
should be obliged to have their PIAs audited by an independent third 
party?

On a general basis, it should be recommended for all stakeholders to 
have their PIAs audited internally or by an independent third party. 
However, it could be deemed mandatory in some specific cases – 
data processing involving specific risks as it could be the processing 
of sensitive data – and subject to examination by the DPA when 
requested. There is no reason to force – even being advisable - audit 
by a third party if the company or agency can do it following best 
practices and auditing standards.

13. Do you view PIAs and prior checking as complementary?

PIAs are a tool for controllers; prior checking is a tool for DPAs. In 
some aspects can be considered complementary, but the one cannot 
condition or predetermine the other.

14. Do you think if an organisation conducts a PIA and sends the PIA 
report to the DPA that prior checking (Art 20 the EU Data Protection 
Directive) should be unnecessary?

In principle, no. The need for a prior checking should be determined 
independently of the general obligation for controllers of conducting a 
PIA.
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15. Do you think government agencies should be obliged to publish 
their PIAs on their websites? 

Yes, but it should be taken into account the possibility to provide for 
derogations when necessary.

16. Do you think a company should be obliged to publish their PIAs on 
their company’s website?

Yes, but it should be taken into consideration the possibility to limit in 
some cases the publication to a summary including all the information 
needed to adequately protect the rights of the data subject. In any 
event, access to the full report should be provided under specific 
request of an entitled party. As said before, DPA s should have free 
and full access to the PIAs.

17. Do you think government agencies and companies should be 
obliged to consult external stakeholders in the conduct of a PIA?

No, Government agencies and companies should decide on that issue 
under their own responsibility and control.

18. Do you think that customers and/or citizens will be more trusting 
of a company or government agency that has conducted a PIA?

Yes, provided that customers and citizens have enough knowledge on 
what a PIA means in order to be able to evaluate and interpret the 
content. Some efforts should be required with regard to awareness-
raising.

19. Do you think there should be a central registry of PIAs, i.e., a single 
website where one can find all of the PIAs conducted by government 
agencies?

Provided there is a general obligation of publishing PIAs – with some 
derogations – conducting by government agencies, a central registry 
may not be strictly needed. In any case, the usefulness and feasibility 
of such a registry should be carefully assessed in terms of cost-
benefit.

20. Do you have any other comments about PIAs that might be helpful 
for us in understanding how easy or difficult it might be to introduce a 
PIA policy in your country?

It should be pointed out the need for providing specific guidance to 
the obliged stakeholders, namely SMEs. From the citizen’s viewpoint, 
PIA issues are relatively unknown, so awareness-raising actions should 
be envisaged in order to avoid lack of interest by lack of knowledge.
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SWEDEN

1. Which of the following factors might affect the introduction of a PIA 
policy in your country:

o Opposition from within the data protection authority (perhaps 
because of fears that it will generate more work for which the 
DPA is already inadequately resourced)?

o Opposition from within the government (perhaps because the 
government is trying to reduce the amount of regulation rather 
than trying to increase it)?

o Opposition from the private sector (perhaps because they are 
opposed to more regulation)?

o Other (please explain).

It will probably depend on the framework for PIA and to what extent it is 
voluntary for the controllers.

2. Do you have concerns that a PIA might cost too much, take too 
much time, might slow down the development of a new project or 
technology or service?

We believe that PIA, as a voluntary method to maintain data protection, 
has the possibility to make it easier to develop a new project and keep 
the costs down. If a mandatory PIA is considered, it should comprise 
well-motivated sectors with clear delimitations.

3. Do you think the benefits of a PIA – in terms of identifying privacy 
risks and finding ways to avoid or minimise those risks – outweigh 
the costs of undertaking the PIA?

As a proactive method for the controllers PIA has many advantages and 
can probably outweigh the costs in most cases.

4. Do you have concerns that there might be a shortage of people with 
enough training to conduct a PIA or to audit a PIA?
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It depends on the scope for PIA and if it is a voluntary method or not. 
The qualifications are probably of substantial importance.

5. Do you think there should be a harmonised PIA policy across all 
Member States? 

The principle behind PIA should be harmonized with a possibility for 
Member States to point out sectors and methods in national legislation 
or guidelines.

6. Do you think there should be a harmonised PIA methodology across 
all Member States (i.e., that the way in which PIAs are undertaken 
should be structured in more or less the same way)?

Please, see 5. 7.

7. Do you think a PIA should address all types of privacy (privacy of 
personal information, privacy of behaviour, privacy of location, 
privacy of the person, etc.) or only privacy of information (data 
protection)?

No, only data protection.  

8. Do you think PIAs could help policy-makers and other stakeholders 
address issues such as children's privacy rights, surveillance, Internet 
challenges and privacy-enhancing technologies (PETs)?

Yes. 

9. Do you think PIAs should be mandatory for both government 
agencies and private sector companies?

No. If mandatory PIAs are considered, they should comprise well-
motivated sectors with clear delimitations.

10. Do you think a PIA conducted in one Member State should be 
recognised in another Member State?

No, but it could be a useful basis for further handling within the DPA.

11. Do you think that government agencies and private sector 
companies should be obliged to send a copy of the PIA report to the 
Data Protection Authority before initiating a project, before putting a 
new product or technology on the market or before introducing a 
new service?

No, but in case of a supervision we always have the power to obtain a 
PIA report on request.
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12. Do you think government agencies and private sector companies 
should be obliged to have their PIAs audited by an independent third 
party?

At present we have no opinion about this matter.

13. Do you view PIAs and prior checking as complementary?

Yes 

14. Do you think if an organisation conducts a PIA and sends the PIA 
report to the DPA that prior checking (Art 20 the EU Data Protection 
Directive) should be unnecessary?

Yes, in some cases. 

15. Do you think government agencies should be obliged to publish their 
PIAs on their websites?

No, it might be contra-productive to publish information about security 
measures and special risks that may exist.

16. Do you think a company should be obliged to publish their PIAs on 
their company’s website?

Please see15. 

17. Do you think government agencies and companies should be 
obliged to consult external stakeholders in the conduct of a PIA?

No 

18. Do you think that customers and/or citizens will be more trusting of a 
company or government agency that has conducted a PIA?

It might be so. However, it depends on how the companies or 
government agencies choose to inform about their PIAs.

19. Do you think there should be a central registry of PIAs, i.e., a single 
website where one can find all of the PIAs conducted by government 
agencies? 

Please, see15. 

20. Do you have any other comments about PIAs that might be helpful 
for us in understanding how easy or difficult it might be to introduce 
a PIA policy in your country?
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We welcome all methods that controllers and developers can use to 
maintain data protection at a high level. We believe that PIAs have the 
possibility to provide one working method.
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UNITED KINGDOM

1. Which of the following factors might affect the introduction of a PIA 
policy in your country:

o Opposition from within the data protection authority (perhaps 
because of fears that it will generate more work for which the 
DPA is already inadequately resourced)?

o Opposition from within the government (perhaps because the 
government is trying to reduce the amount of regulation rather 
than trying to increase it)?

o Opposition from the private sector (perhaps because they are 
opposed to more regulation)?

o Other (please explain).

There is already a policy of doing PIAs in the UK for government 
departments. There would be no objection from the data protection 
authority to a sector-wide policy depending on the details of how it is to 
operate. We would be concerned if a policy mandated PIAs for all 
processing or for a fixed list of processing; or if it mandated the 
involvement of the DPA. We would anticipate that the Government 
would resist the introduction of mandatory PIAs for the private sector, 
as it has committed itself to reducing regulation and is operating a ‘one 
in, one out’ policy for regulatory instruments. 

2. Do you have concerns that a PIA might cost too much, take too 
much time, might slow down the development of a new project or 
technology or service?

It depends on how it is implemented. If it is started at the beginning of 
the process, including as part of a general impact assessment, then it 
will be integrated with the development of the project, technology or 
service and should not cost too much. It would be more costly for an 
organisation to launch a project, technology or service without fully 
considering the privacy impact as they would then face attention from 
the regulator, as well as the press and public. 
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We should be realistic in acknowledging that PIAs inevitably require an 
investment in terms of time and financial resources. That is why the 
benefits of a properly conducted PIA must be emphasised. A PIA will be 
a less bureaucratic exercise if it is done as a process throughout / 
alongside the development of a project. PIAs which focus too much on 
the report stage are more likely to delay a project, if the project is put on 
hold while a lengthy report is produced. 

3. Do you think the benefits of a PIA – in terms of identifying privacy 
risks and finding ways to avoid or minimise those risks – outweigh 
the costs of undertaking the PIA?

Yes. The DPA is in favour of PIAs being one tool to implement the ideas 
of accountability and privacy by design, rather than bolting on 
expensive privacy solutions at the end.

As with the answer to Q3 above, the benefits of a PIA depend on how it 
is conducted. If the assessment / consultation process is conducted as 
part of wider project management, and if privacy concerns are 
adequately addressed as a result, then the PIA will prove beneficial 
overall. If a PIA is treated as a separate report used to ‘sign off’ what 
has already been implemented, this is unlikely to bring many benefits.  

4. Do you have concerns that there might be a shortage of people with 
enough training to conduct a PIA or to audit a PIA?

No, as the ICO has produced a PIA handbook to help any organisation 
through the process, and we provide free advice if needed. 

If PIAs are introduced using a methodology which requires extensive 
use of consultants or DPA involvement, this might indicate that the 
methodology is not as practical as it could be. The ICO’s model of PIA 
is designed to allow organisations to conduct an assessment without a 
great deal of specialist knowledge.

5. Do you think there should be a harmonised PIA policy across all 
Member States? 

It would be useful to have harmonisation in some areas, such as:

- the aim of a PIA (a common understanding of what we mean by 
PIA);

- the minimum content of a PIA;

- that considering doing one is mandatory and that they should be 
done where processing has or could have a significant or adverse 
impact on the individual; uses intrusive technology; or the 
purpose of the processing creates the risk.
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6. Do you think there should be a harmonised PIA methodology across 
all Member States (i.e., that the way in which PIAs are undertaken 
should be structured in more or less the same way)?

Not necessarily. PIAs should have the same minimum content:
a. an internal risk assessment;
b. a list of consultees the organisation has asked about what 

it intends to do and the answers they gave; 
c. a list of risks identified and actions to be taken to mitigate 

these risks.

In addition they should be done at the start of the process and not be a 
box-ticking exercise. Each organisation should be able to structure this 
content in a way that suits its business, including following any national 
guidelines.  Organisations should be encouraged to design and adopt a 
PIA methodology which complements their own project management 
and risk assessment processes. 

 
7. Do you think a PIA should address all types of privacy (privacy of 

personal information, privacy of behaviour, privacy of location, 
privacy of the person, etc.) or only privacy of information (data 
protection)?

Yes. The idea is to assess the impact on the privacy of an individual, 
whatever aspect of privacy that may be. To try to separate out 
categories is not helpful as in most cases a person’s location or 
behaviour will be linked to their personal information.

8. Do you think PIAs could help policy-makers and other stakeholders 
address issues such as children's privacy rights, surveillance, Internet 
challenges and privacy-enhancing technologies (PETs)?

PIAs help address any privacy impact on an individual. Flexibility in their 
implementation allows them to be tailored to fit the project, technology 
or service in question which could include issues of children’s rights, 
surveillance and so on. If the PIA helps to identify privacy-related risks of 
any kind, then action can be taken to mitigate these risks before launch. 

However, a PIA methodology designed to address wider policy issues 
would be quite different from one for use with specific projects. Clearly, 
policy-makers need to approach privacy issues in a comprehensive and 
systematic way. However a PIA would not necessarily be the best way 
of approaching these issues. 

9. Do you think PIAs should be mandatory for both government 
agencies and private sector companies?

No, it should only be mandatory to consider doing one. Otherwise it 
risks becoming a tick-box exercise.
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10. Do you think a PIA conducted in one Member State should be 
recognised in another Member State?

In principle, yes, providing it contains the agreed minimum content.  
However, it is unclear what “recognised” means in this context. A PIA is 
a process which, if done properly, leads to a more privacy-friendly 
project. The only tangible outputs which could be ‘recognised’ are the 
PIA report and the project’s compliance with the law. In legal terms, 
there is no need to recognise the report itself, and compliance currently 
would only be with national law rather than the Directive. If the revised 
legislative proposal provides greater harmonisation, then this could offer 
a solution by member state A being able to recognise that a PIA done in 
member state B means that the organisation does not need to do a 
second PIA for member state A. 

11. Do you think that government agencies and private sector 
companies should be obliged to send a copy of the PIA report to the 
Data Protection Authority before initiating a project, before putting a 
new product or technology on the market or before introducing a 
new service?

No. They should make the PIA report available on request. Sending it to 
the DPA implies the DPA has to take some action to agree so that the 
project, product, technology or service can be launched. This will put 
undue pressure on DPAs to actively read and endorse every PIA and will 
inevitably delay the launch. This is unrealistic and the ICO has a 
longstanding 
policy of providing advice without endorsement. Ultimately, it depends 
on who the audience is for a PIA – and this is not necessarily the DPA. 
The ICO views PIAs as a self-assessment tool for organisations, not as 
a method to check or get approval for processing activities.

12. Do you think government agencies and private sector companies 
should be obliged to have their PIAs audited by an independent third 
party?

Not necessarily. It might be helpful though for particularly high-risk 
processing. 

13. Do you view PIAs and prior checking as complementary?

No. PIAs are a tool for organisations to use to assess and mitigate the 
privacy risks of their own projects, services and so on. This should not 
require sign-off by the DPA. Prior checking is an authorisation by a DPA 
to start processing. The ICO does not carry out this kind of prior 
checking.

14. Do you think if an organisation conducts a PIA and sends the PIA 
report to the DPA that prior checking (Art 20 the EU Data Protection 
Directive) should be unnecessary?
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The ICO does not think that prior checking is a useful exercise or a 
good use of the DPA’s resources. If an organisation carries out a PIA, 
publishing it and making it available on request is all that is needed. 

15. Do you think government agencies should be obliged to publish their 
PIAs on their websites?

Yes, taking account of any confidentiality obligations, commercial 
secrets or security concerns. 

16. Do you think a company should be obliged to publish their PIAs on 
their company’s website?

Yes, as above. 

17. Do you think government agencies and companies should be 
obliged to consult external stakeholders in the conduct of a PIA?

Yes, this is an integral part of how the ICO views PIAs. 

18. Do you think that customers and/or citizens will be more trusting of a 
company or government agency that has conducted a PIA?

Only if it is carried out properly and is not a box-ticking exercise but a 
genuine attempt to identify and mitigate risk, and with action taken 
accordingly. 

The key here is that customers will be more trusting of an organisation 
which uses personal information safely and fairly. Proper use of PIAs 
should lead to improved information handling within an organisation. 
Individuals are unlikely to be concerned about the PIA itself, only with 
the wider outcomes a PIA should produce.

19. Do you think there should be a central registry of PIAs, i.e., a single 
website where one can find all of the PIAs conducted by government 
agencies? 

That would be helpful, and not only for government agencies. 

20. Do you have any other comments about PIAs that might be helpful 
for us in understanding how easy or difficult it might be to introduce 
a PIA policy in your country?

A PIA policy that is line with the ICO handbook and approach would not 
be difficult to implement in the UK. We have done a lot of work at 
national level to promote PIAs and provide advice and guidance and we 
would be concerned if a PIA policy caused any of this good work to be 
undone in any way. 
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APPENDIX 3: RESPONSES FROM OTHER 
CONTRIBUTORS
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CANADA

1. .Which of the following factors might affect the introduction of a PIA 
policy in your country:

o Opposition from within the data protection authority (perhaps 
because of fears that it will generate more work for which the 
DPA is already inadequately resourced)?

o Opposition from within the government (perhaps because the 
government is trying to reduce the amount of regulation rather 
than trying to increase it)?

o Opposition from the private sector (perhaps because they are 
opposed to more regulation)?

• Other (please explain).

This is not directly applicable to Canada, in that a PIA Policy for federal 
government institutions came into effect in 2002; the Policy was 
replaced with a PIA Directive which came into effect in 2010.  While PIAs 
are meant to be a risk assessment exercise for the institution, the OPC 
plays a role in reviewing PIAs and may provide comment and 
recommendation if necessary. Institutions are under no obligation to 
implement OPC recommendations, but we find that most of the time, 
the response is positive and institutions find our advice helpful.  

2. .Do you have concerns that a PIA might cost too much, take too 
much time, might slow down the development of a new project or 
technology or service?

Concerns have been expressed to us about these issues. However, as 
with other risk assessments, the benefit of preventing project delays 
which might occur as a result of unforeseen privacy issues after 
implementation is seen as offsetting the time and resources needed for 
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the PIA.  

3 Do you think the benefits of a PIA – in terms of identifying privacy 
risks and finding ways to avoid or minimise those risks – outweigh 
the costs of undertaking the PIA?

See above. We certainly believe this to be the case from the perspective 
of the regulator. 

4 .Do you have concerns that there might be a shortage of people with 
enough training to conduct a PIA or to audit a PIA?

 Yes, this has been an ongoing issue as expressed to us during our 
outreach workshops in the federal PIA development community. Lack of 
privacy expertise is a common issue, as is lack of centralized 
responsibility for conducting PIAs and implementing mitigating 
measures for the identified privacy risks.  In terms of “auditing” a PIA, 
our process is to review the PIA documents as submitted to OPC by 
federal government departments. We have consistently had difficulty 
finding the correct skill set required for this work when staffing 
positions. 

5. Do you think there should be a harmonised PIA policy across 
all Member States? 

This is a difficult question as, optimally, a harmonized structure would 
help protect cross border data. However, harmonization may result in a 
“race to the bottom”.

6. Do you think there should be a harmonised PIA methodology 
across all Member States (i.e., that the way in which PIAs are 
undertaken should be structured in more or less the same way)?

See above.

7. Do you think a PIA should address all types of privacy (privacy 
of personal information, privacy of behaviour, privacy of location, 
privacy of the person, etc.) or only privacy of information (data 
protection)?

In Canada, the federal PIA Directive addresses the protection of 
personal information in the hands of government. We have seen 
government institutions undertake PIAs for issues that touched on 
privacy of the person (full body scanning). The definition of personal 
information as expressed in the Privacy Act is quite broad and covers a 
variety of circumstances.  Privacy of behaviour becomes a data privacy 
issue if the behaviour is identified to an individual and recorded in any 
form. 

8. Do you think PIAs could help policy-makers and other 
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stakeholders address issues such as children's privacy rights, 
surveillance, Internet challenges and privacy-enhancing technologies 
(PETs)?

Yes, definitely. 

9. Do you think PIAs should be mandatory for both government 
agencies and private sector companies?

The federal PIA Directive requires Government of Canada institutions to 
undertake PIAs in prescribed circumstances and this is monitored for 
compliance by the Treasury Board Secretariat. It is not clear to me how 
“mandatory” PIAs would be monitored in the private sector. 

10. Do you think a PIA conducted in one Member State should be 
recognised in another Member State?

Possibly, but more information would be needed on the agreed upon 
format and scope of the PIA, as well as what would be meant by 
“recognised” in this regard. 

11. Do you think that government agencies and private sector 
companies should be obliged to send a copy of the PIA report to the 
Data Protection Authority before initiating a project, before putting a 
new product or technology on the market or before introducing a new 
service?

Optimally, the PIA is a risk assessment and public transparency 
exercise, so to the extent that submitting a PIA to the Data Protection 
Authority helps in this regard, it is a good idea.  The OPC receives 
copies of PIAs from federal government institutions and may comment 
or provide recommendations; the PIA also serves as a window of 
opportunity for our office to become aware of initiatives and to review 
them. We may also discuss the PIAs and our recommendations in our 
Annual Report to Parliament. 

See answer at 1.9 for private sector. 

12. Do you think government agencies and private sector 
companies should be obliged to have their PIAs audited by an 
independent third party?

See above 

13. Do you view PIAs and prior checking as complementary?
 
I am not aware of the prior checking process. 

14. Do you think if an organisation conducts a PIA and sends the 
PIA report to the DPA that prior checking (Art 20 the EU Data Protection 
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Directive) should be unnecessary?

See above

15. Do you think government agencies should be obliged to 
publish their PIAs on their websites?
 
Yes, it can be a valuable public transparency exercise. However, 
published summaries must be clearly written and provide sufficient 
information so that a reasonably educated member of the public might 
be expected to understand them. 

16. Do you think a company should be obliged to publish their 
PIAs on their company’s website?

Yes, see above. 

17. Do you think government agencies and companies should be 
obliged to consult external stakeholders in the conduct of a PIA?

It depends.  I think they should be obliged to consider whether they 
should undertake this step and justify their position. 

18. Do you think that customers and/or citizens will be more 
trusting of a company or government agency that has conducted a PIA?

It seems a reasonable assumption. A survey would be interesting. One 
of the stated objectives of the Canadian federal government’s PIA 
Directive is to ensure that Canadians are informed of how their personal 
information is handled and assured of its protection.

19. Do you think there should be a central registry of PIAs, i.e., a 
single website where one can find all of the PIAs conducted by 
government agencies? 
 
Yes. This was a recommendation of the OPC in 2007, in our audit report 
on the maturity of the PIA processes in the Canadian federal 
government. 

20. Do you have any other comments about PIAs that might be 
helpful for us in understanding how easy or difficult it might be to 
introduce a PIA policy in your country?

I suggest you read our audit report as noted above, which notes a 
variety of issues which help or hinder PIA processes; in can be accessed 
on our website at http://www.priv.gc.ca/information/pub/ar-vr/
pia_200710_e.asp
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BEUC

1. Which of the following factors might affect the introduction of a PIA 
policy in your country:

• Opposition from within the data protection authority (perhaps 
because of fears that it will generate more work for which the DPA is 
already inadequately resourced)?
• Opposition from within the government (perhaps because the 
government is trying to reduce the amount of regulation rather than 
trying to increase it)?
• Opposition from the private sector (perhaps because they are 
opposed to more regulation)?
• Other (please explain).

In general, it is expected that opposition to the introduction of PIAs would 
come from the private sector due to the additional requirements it might 
entail when running operations involving the processing of personal data. 
Despite the initial impression that conducting a PIA might increase costs 
and administrative burden on data controllers, as explained below, it 
actually helps companies to save money by identifying risks and 
implementing appropriate safeguards from an early stage.

2. Do you have concerns that a PIA might cost too much, take too much 
time, might slow down the development of a new project or technology or 
service?

3. Do you think the benefits of a PIA – in terms of identifying privacy risks 
and finding ways to avoid or minimise those risks – outweigh the costs of 
undertaking the PIA?

Privacy Impact Assessment can be an effective tool to address the 
challenges of a fast evolving ICT sector and help identify the risks to 
consumers’ fundamental rights to privacy and to protection of personal 
data at an early stage. It is therefore an integral part of the privacy by 
design principle, which is indirectly established in the current data 
protection framework (Dire 95/46) and explicitly introduced as a mandatory 
principle in the Draft Data Protection Regulation. It also enables data 
controllers and processors to demonstrate compliance with legal 
requirements and thus reducing liability and loss of reputation.
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As such, a PIA is an early warning system that allows the controller to 
identify the risks and mitigate them at an early stage, rather than reacting to 
a breach. The conducting of PIAs can actually save controllers time and 
revenues, allowing them to avoid investments in systems that might prove 
to be non-secure and non-compliant with the legal framework. It is 
therefore important that an overall economic assessment is made in order 
to correctly estimate the related costs.

4. Do you have concerns that there might be a shortage of people with 
enough training to conduct a PIA or to audit a PIA?

Conducting a PIA should be part of a company’s corporate culture and a 
component of its accountability. It should be for each company which is 
involved in processing of personal data to allocate resources for the 
conducting of PIAs and the training of staff. Data Protection Authorities 
should also organise regular trainings.

5. Do you think there should be a harmonized PIA policy across all Member 
States?

6. Do you think there should be a harmonised PIA methodology across all 
Member States (i.e., that the way in which PIAs are undertaken should be 
structured in more or less the same way)?

Given the cross-border flow of data across borders and the need of both 
controllers and data subjects for legal certainty, the EU should first of all 
introduce the requirement for PIA in the legal framework currently under 
revision. A general provision is required to define the circumstances when a 
PIA is required as well as the main elements it should contain.

A common methodology should also be defined across the EU, depending 
on whether a full or small scale PIA is necessary and under which 
circumstances. A methodology would also include guidance on the specific 
steps to be undertaken when conducting the PIA, from assessing whether 
personal data is processed to defining and verifying the role and 
responsibilities of each party involved in the processing, the risks of privacy 
and different steps to mitigate these risks. The methodology would need to 
differ for different technologies.

7. Do you think a PIA should address all types of privacy (privacy of 
personal information, privacy of behaviour, privacy of location, privacy of 
the person, etc.) or only privacy of information (data protection)?

BEUC considers that a Privacy Impact Assessment should address all 
types of privacy. The Data Protection Impact Assessment, as proposed by 
the European Commission in the draft Data Protection Regulation, is much 
narrower in scope than a Privacy Impact Assessment (PIA) since it only 
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focuses on compliance with the specific data protection rules.

8. Do you think PIAs could help policy-makers and other stakeholders 
address issues such as children's privacy rights, surveillance, Internet 
challenges and privacy- enhancing technologies (PETs)?

Privacy Impact Assessment can be an effective tool to address the 
challenges of a fast evolving ICT sector and help identify the risks to 
consumers’ fundamental rights to privacy and to protection of personal 
data at an early stage. PIAs should be extensively used whenever there is a 
likelihood that a specific operation might raise risks and should not be 
limited to specific areas, such as children privacy rights. The PIA should 
also include safeguards and measures adopted to mitigate the risks; to this 
end the use of Privacy Enhancing Technologies would be encouraged and 
promoted.

9. Do you think PIAs should be mandatory for both government agencies 
and private sector companies?

It should be mandatory to carry out a PIA not only when there are specific 
risks but also when it is likely that specific risks to personal data might 
occur. It should be for the PIA to allow for a thorough assessment of the 
associated risks. A PIA should be mandatory when sensitive personal data 
is processed.

10. Do you think a PIA conducted in one Member State should be 
recognised in another Member State?

The recognition of a PIA conducted in another Member State would 
depend on the degree of harmonisation of the PIA requirements and 
methodology across the European Union. Once the draft Regulation, 
proposed by the European Commission on 25 January 2012 is in place, it 
will be easier for such a recognition to be made. However, for a PIA 
conducted in third countries outside the EU, recognition should be limited 
to those countries granted with an adequate status.

11. Do you think that government agencies and private sector companies 
should be obliged to send a copy of the PIA report to the Data Protection 
Authority before initiating a project, before putting a new product or 
technology on the market or before introducing a new service?

12. Do you think government agencies and private sector companies 
should be obliged to have their PIAs audited by an independent third party?

BEUC would support the audit of PIAs by Data Protection Authorities to 
ensure that the PIA fulfills the conditions set in the legal framework. This 
would increase the reliability of PIAs and would also facilitate the 
establishment of a central registry open to consultation by all stakeholders.

13. Do you view PIAs and prior checking as complementary?
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14.Do you think if an organisation conducts a PIA and sends the PIA report 
to the DPA that prior checking (Art 20 the EU Data Protection Directive) 
should be unnecessary?

PIAs and prior checking are indeed complementary. A PIA should be the 
first step to identify the associated risks and to define safeguards. When 
the PIA has concluded that significant risks to data subject’s privacy are 
likely to occur, the PIA should be submitted to the DPA together with any 
other information that is necessary to assess compliance of the processing.

15. Do you think government agencies should be obliged to publish their 
PIAs on their websites?

N/A 

16. Do you think a company should be obliged to publish their PIAs on their 
company’s website?

Companies should be obliged to publish at least the summary of the PIAs. 
The summary should be published in a clear, understandable and reader-
friendly manner. The format could be standardised to allow for their 
comparison.

17. Do you think government agencies and companies should be obliged to 
consult external stakeholders in the conduct of a PIA?

Yes, BEUC believes that organisations should consult the data subjects and 
stakeholders” in the process of conducting a PIA. Consultation can help in 
discovering the impacts of some privacy risks and gather additional input 
on the assessment of the risk and the mitigating measures. There should be 
objective criteria for the selection of stakeholders to ensure transparency 
and credibility of the consultation.

18. Do you think that customers and/or citizens will be more trusting of a 
company or government agency that has conducted a PIA?

In principle, consumers expect companies to fully comply with data 
protection rules. A PIA that meets the high standards of the law, which has 
been audited by independent third parties, namely Data Protection 
Authorities, may indeed increase consumers’ trust and confidence. 
However, there should always be strong enforcement by public authorities 
and available means of redress in cases of breaches.

19. Do you think there should be a central registry of PIAs, i.e., a single 
website where one can find all of the PIAs conducted by government 
agencies?

BEUC believes that PIAs or at least part of it should be made publicly 
available. It should be for the national Data Protection Authorities to 
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maintain a registry of PIAs, similar to the one in the District of Columbia in 
Canada. It would also allow individuals to consult PIAs and increase their 
confidence in the services requiring processing of their personal data. PIAs 
or their summaries should be published in a reader-friendly manner.

20. Do you have any other comments about PIAs that might be helpful for 
us in understanding how easy or difficult it might be to introduce a PIA 
policy in your country?

N/A
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SPAIN 
(Former national AEPD Director Artemi Rallo Lombarte)

1. Which of the following factors might affect the introduction of a PIA 
policy in your country:

o Opposition from within the data protection authority (perhaps 
because of fears that it will generate more work for which the 
DPA is already inadequately resourced)? 

I don´t think it. AEPD will adapt its structures to this new challenge.

o Opposition from within the government (perhaps because the 
government is trying to reduce the amount of regulation rather 
than trying to increase it)? If 

PIAs are focused in main companies or sensitive processing that will 
not mean a problem.

o Opposition from the private sector (perhaps because they are 
opposed to more regulation)? 

That always happens.

2. Do you have concerns that a PIA might cost too much, take too 
much time, might slow down the development of a new project or 
technology or service?

All changes produce concerns but Spanish controllers have a long 
experience for adapting to the data protection law requirement 
(audits, register, and so on...)

3. Do you think the benefits of a PIA – in terms of identifying privacy 
risks and finding ways to avoid or minimise those risks – outweigh 
the costs of undertaking the PIA? 

Of course

4. Do you have concerns that there might be a shortage of people with 
enough training to conduct a PIA or to audit a PIA? 

This is a true problem: in Spain there are about 2 000 data protection 
experts (but in a general sense): More specialize expert for 
conducting PIAs in sensitive areas or companies are not more than 
200.
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5. Do you think there should be a harmonised PIA policy across all 
Member States? 

Of course: without doubt; if not, we face the problem of data free 
flows and companies.

6. Do you think there should be a harmonised PIA methodology across 
all Member States (i.e., that the way in which PIAs are undertaken 
should be structured in more or less the same way)? 

PIAS are not well known even by national experts. It will be really 
important to train the most of them from current experiences 
(especially from UK).

7. Do you think a PIA should address all types of privacy (privacy of 
personal information, privacy of behaviour, privacy of location, 
privacy of the person, etc.) or only privacy of information (data 
protection)? 

8. Do you think PIAs could help policy-makers and other stakeholders 
address issues such as children's privacy rights, surveillance, Internet 
challenges and privacy-enhancing technologies (PETs)? 

Of course: but DPAs should be able to benefit from these 
experiences.

9. Do you think PIAs should be mandatory for both government 
agencies and private sector companies? 

For both

10. Do you think a PIA conducted in one Member State should be 
recognised in another Member State? 

Difficult to say but if there is exactly the same case…

11. Do you think that government agencies and private sector 
companies should be obliged to send a copy of the PIA report to the 
Data Protection Authority before initiating a project, before putting a 
new product or technology on the market or before introducing a 
new service? 

That will become a bureaucratic requirement if there is not a specific 
effect of this sending (and I´m not thinking in an authorisation).

12. Do you think government agencies and private sector companies 
should be obliged to have their PIAs audited by an independent third 
party? 
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It´s not necessary if they are able to ensure that this internal audits/
PIAs are enough objective or autonomous

13. Do you view PIAs and prior checking as complementary? 

Absolutely

14. Do you think if an organisation conducts a PIA and sends the PIA 
report to the DPA that prior checking (Art 20 the EU Data Protection 
Directive) should be unnecessary? 

Yes I agree. It is a good way to reduce bureaucratic requirements 
and costs

15. Do you think government agencies should be obliged to publish their 
PIAs on their websites? 

It is difficult to say in a general approach

16. Do you think a company should be obliged to publish their PIAs on 
their company’s website? 

The same but with more reserves because of the business secrecy

17. Do you think government agencies and companies should be 
obliged to consult external stakeholders in the conduct of a PIA? 

Not always: may be in some cases

18. Do you think that customers and/or citizens will be more trusting of a 
company or government agency that has conducted a PIA? 

Of course, if this PIA offer is recognised as a fair way

19. Do you think there should be a central registry of PIAs, i.e., a single 
website where one can find all of the PIAs conducted by government 
agencies? 

20. Do you have any other comments about PIAs that might be helpful 
for us in understanding how easy or difficult it might be to introduce 
a PIA policy in your country?

Spanish data protection culture has been focused on enforcement 
during the last 20 years. Thanks to this, now there are true conditions 
for the successful of a proactive strategy (PIAs) if this has a legal 
support, for example, in the new EU regulation.
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